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Abstract
This project had one purpose: creating almost unbreakable encryption by breaking a Caesar

— and Vigenere Cipher and getting familiar with how they work. Created a program to encrypt
and decrypt messages with a Caesar Cipher and Vigeneére Cipher encryption. Breaking these
encryptions in these programs will help to identify the factors that contribute to strong and

weak encryption systems.

A program was created to encrypt messages using Caesar Cipher with a key from 1 to 25 and
decrypt messages without knowing the original key by doing different types of “attacks” on the
system: a brute force and frequency analysis attack. Created another program to encrypt
messages using Vigenere Cipher with a keyword or keyphrase and decrypted messages
whilst knowing that original keyword. Tested and compared the two different cyphers when
being attacked. This helped identify factors that influenced the strength of encryption and
identified the advantages and disadvantages of each Cipher as well as the weaknesses in
each attack.

Through testing and breaking a Caesar and Vigenére Cipher successfully, multiple factors
were identified that influenced the strength of the encryption system. These were used to
ensure the new encryption created will be as strong as can be. Comparing the success rate
of the different attacks on each Cipher, the similarities, weaknesses and strengths in the Brute

Force and Frequency Analysis attacks were found.
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Introduction
Literature Review

(“Biggest Data Breaches in US History”, 2023)

The software company, UpGuard, which uses cybersecurity risk management software to help
organizations across the globe prevent data breaches, says that the biggest data breaches in
US history happened between 2019 and 2021 and included some of the biggest companies
like Microsoft, Facebook, LinkedIn, etc.

These colossal data breaches had several negative consequences. Identity theft was one of
the biggest consequences where hackers gained that sensitive information and used it to
commit fraudulent activities, such as opening new accounts or making unauthorized
purchases. The answer to reducing this large amount of data breaches is to strengthen
modern encryptions. Companies must ensure that their encryption techniques evolve and
strengthen at the same pace as the fast evolution of technology, especially Al. The gap within
the majority of companies’ encryption is that it's not evolving fast enough to withstand hackers
and Al.

Problem Statement

Technology is evolving rapidly; thus, hackers are also evolving their methods to decrypt these
systems. To ensure the safety of users’ data online, there is a constant need to evaluate what
hackers know and to strengthen your encryption.

The first step to beat a hacker is for companies to think like hackers to protect themselves.
The problem is that hackers are catching up and there is a need for new, different, and
innovative encryptions.

Aim
The aim of this project is to create an encryption by breaking a Caesar — and Vigenére Cipher

by creating a program to encrypt messages with a Caesar Cipher and Vigenere Cipher
encryption and then break them without the original key.

Engineering goals or Design goals

Develop a computer program that would be able to encrypt messages in Caesar Cipher and
break those encrypted messages with two different methods. (“Crack the Code: Breaking a
Caesar Cipher”, 2020)

Create encryption and decryption process called Vigenere Cipher to compare to the Caesar
Cipher encryption get familiar with different encryption techniques and identify advantages or
similarities.

Method
Materials

e Windows operated computer
o Application: Delphi version 11 was used as the programming language
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Procedure and Developing

Planning

2023

An IPO table was used to plan this. An IPO table lists the input that the program needed to
get from the user, the processing that had to be done to that input, and then what information

had to be put out to the user.

e Table 1: The encryption section

Input

Process

Output

e Plaintext to encrypt
e Akey to encryptin

e Shift each of the
characters in the
plaintext provided an X
number of times forward
in the alphabet where X
= the user’s key.

e Give feedback to the
user and output the
encrypted message with
the characters already
shifted.

e Table 2.1: The decryption section (Brute force)

each of the characters X
times backward in the
alphabet

¢ No provided key. Thus
try all 25 possible keys
(1 to 25)

Input Process Output
e An already encrypted |e Decryptthe given e Output the key used with
message message by shifting its corresponding

decrypted output
message. (There will be
25 outputs, one for every

key).

o Table 2.2: The decryption section (Data analysis)

times a character
occurs.

e Get the characters
occurring the most in the
message and use it as a
safe guess to represent
the character “e”.

e Use that safe guess as
the key used to get an
output.

Input Process Output

e An already encrypted | ¢ Analyze the given e Output the key guessed
message (original encrypted message by with its corresponding
English) counting how many decrypted message,

which if correct, should
be English.

Method: 5 Steps

1. ldentified the existing encryption techniques

o Caesar Cipher
o Vigenére Cipher

2. Created a program with Caesar Cipher
o Encrypted message with a key from 1 to 25
o Decrypted message without knowing the key
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» Brute Force
» Frequency Analysis
3. Created a program with Vigenere Cipher
o Encrypted a message with a keyword
o Decrypted a message whilst knowing the original keyword
4. Tested and compared the two
o ldentifed factors that influence the strength of an encryption

o ldentifed the advantages and disadvantages of Caesar — and Vigenére Cipher

5. Creted own encryption with a twist

Pre-knowledge to encrypt or decrypt

e Encryption
The ASCII (American Standard Code for Information Interchange) table (Table 1) assigns
standard numeric values to letters, numerals, punctuation marks, and other characters used
in computers.

Every character and alphabet letter has a corresponding value on the ASCII table:

Table 1: The ASCII table
Source: (Adapted from Usha, 2010)

Decimal Hex Char Decimal Hex Char |Decimal Hex Char |Decimal Hex Char
1] 0 32 20 [SPACE] | 64 40 @ 96 60 B
1 1 33 21 ! 65 41 A 97 61 a
2 2 34 22 . 66 42 B 98 62 b
3 3 35 23 # 67 43 < 99 63 4
a 4 36 24 s 68 44 D 100 64 d
5 5 37 25 % 69 45 E 101 65 e
6 6 38 26 & 70 a6 F 102 66 f
7 7 39 27 ' 71 47 G 103 67 g
8 8 40 28 ( 72 48 H 104 68 h
9 9 41 29 ) 73 49 I 105 69 i
10 A 42 2A * 74 4aa ) 106 6A j
11 B 43 2B + 75 48 K 107 6B k
12 c 44 2C ’ 76 4c L 108 6C I
13 D 45 20 - 77 M 109 60 m
14 E 46 26 . 78 4E N 110 6E  n
15 F a7 2F i 79 aF o 111 6F o
16 10 48 30 1] 80 0 P 112 70 ]
17 11 49 31 1 81 51 Q 113 7 q
18 12 50 32 2 82 52 R 114 72 r
19 13 51 33 3 83 53 s 115 73 s
20 14 52 34 4 a4 54 T 116 74 t
21 15 53 35 5 85 55 u 117 75 u
22 16 54 36 6 86 56 v 118 76 v
23 17 55 37 7 87 7 w 119 77 w
24 18 56 38 8 88 58 x 120 78 x
25 19 57 39 9 89 59 Y 121 79 y
26 1A 58 3A : 90 S5A z 122 TA z
27 1B 59 3B H 91 58 [ 123 7B {
28 1C 60 3C < 92 5C \ 124 7Cc |
29 1D 61 3 = 93 50 1 125 )
30 1E 62 E > 94 58~ 126 E -
31 1F 63 3F ? 95 5F _ 127 7F [DEL}

The ASCII table is case-sensitive; thus, input messages need to be immediately converted to
uppercase before starting processing.

Every character in the input message was converted into its value in the ASCII table. The
uppercase characters of the alphabet were all increased with a difference of 1, the key was
added to the ASCII value. This shifts each character forward, in the alphabet, the number of
times as the key.

Problem: However, it is important to note that when the value is added to the ASCII value of
a character at the end of the alphabet, like “Z”, special characters are the output, like “[“.

In that case, the program was coded to loop back by using “mod 26" which limits the
characters to only the letters in the alphabet.
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The new values were then reconverted back to alphabet characters and displayed as the new
encrypted message.

e Decryption
The program was decrypted by an already encrypted message with the button above.

When breaking into the encryption, there are two ways in which the code would be cracked
without knowing the original key:

A brute force attack
Using frequency analyzation

In the result section of my report | will be discussing which one is more effective aswell
as each one’s advantages and disadvantages.

Prototype 1.

¢ To encrypt the message the user inputs, the following was done:
(“DELPHI: Encryption examples”, 2008)

1.
2.

»

Split the plaintext message into individual characters.

Convert the characters into their corresponding value in the ASCII table with the
function Ord(x).

Add the key to the ASCII value to get a new value.

Convert the new value to a character using the Chr(x) function.

Repeat this for each character in the message, get the number of characters by using
the length(x) function.

Do the repeating using a loop.

D Prototype 1
Enter text to encrypt Enter text to decrypt
‘Welcome to Jaco's Expo project! aovmywo*~y*Tkmy1}*Ozy*zlytom-~+
Enter the encrypter's key Enter the encrypter’s key
10 ENCODE 10 DECODE
This is your encrypted text: This is your decrypted text:
aovmywo*~y* Tkmy1FOzy*zlytom~+ |1 0 Welcome to Jaco's Expo project!

RESET RESET

Figure 1: Testing prototype 1
Source: Screenshot of my own program
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¢ When tested, the following problems with this prototype were identified:

o

This project was inspired by a Caesar Cipher encryption (which only uses alphabet
letters) and to prove its weakness. This prototype is not limited to alphabet letters and
includes special characters (See Figure 2: The encrypted message output).

Prototype 2:

e To limit the encryption to alphabet letters only, the following was done:

1.
2.

3.

4.

Created an array,

Populated the array with the ASCII values of the alphabet characters from A to Z.
Thus, there were 26 slots with values 65 to 90.

Added the key to each slot in the array using a loop. A new alphabet was created
using a unique key.

Replaced the characters in the input message with the new corresponding characters
in the new alphabet.

Ex. If the message is “E”, the letter was replaced with the 5" character in the array

The output is now limited to only letters in the alphabet. (See Figure 3: The encrypted message
output).

e To decrypt an already encrypted message:

1.
2.

3.

oA

Split the encrypted message into its individual characters.

Convert the characters into their corresponding value in the ASCII table with the
function Ord(x).

Subtract the key from the ASCII value to get a new value.

Convert the new value back to a character using the Chr(x) function.

Repeat this for each character in the message, get the number of characters by using
the length(x) function.

Do the repeating using a loop.

D Prototype 2

Enter Plaintext over here: Enter Cyphertext over here:

Welcome to Jaco's Expo project! GOVMYWQ DY TEMYC OHZY ZBYTOMD
Enter the encrypter's key Key

12 ENCODE 10 DECRYFT
This is your encrypted text:

10: GOVMYWO DY TEMYC OHZY ZBYTOMD Key Decrypted Text (Brute Force)

10: WELCOME TO JACOS EXPO PROJECT

Figure 2: Prototype 2

Source: Screenshot of my own program.
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¢ Problems with this prototype
o In this decryption we need to enter a key, but in reality, we do not know what key the

original message was encrypted in. Thus, the original key is unknown to us and this
prototype relies on knowing the key.

o Because the original key is unknown to us, this decryption requires you to manually
enter all keys from 1 to 25 to get all the possible outputs which takes time.

o This prototype only has one way of decrypting the message (a brute force technique),
which requires you to distinguish between 25 outputs which one looks acceptable
which could be a problem if the original message is not English or another identifiable
language.

Prototype 3:

e Introduction to the “brute force” technique:
(“Classical-ciphers-frequency-analysis-examples”, 2015)

A brute force attack tries every key from 1 to 25 and outputs each’s corresponding decrypted
message. When done, 25 different decrypted messages are left and thus it is required from
the user to manually distinguish between the 25 messages and decide which one looks like
the acceptable output.

To distinguish between messages is easy when we assume the original message was English
(or another identifiable language). But if the original message were a randomly generated
password, it would become impossible to identify the original message from the other 24,
because all of them would look randomly generated.

To automate the brute force technique, all of this needs to be done in a single button (no key
input needed):

1. Decrypt the message with a key of 1. Output it.

2. Decrypt the message with a key of 2. Output it.

3. Use a loop to repeat this decryption until you reach the key 25. Output every key’s
decrypted message.

4. 25 Different output messages will be left at the end (See Figure 3)

DECRYPTION
Enter encrypted text to decrypt

NVCTFDVKFARTFIVOGFGIFAVTI

Most occurrence?

BRUTE FORCEI DATAANALYSE DECRYPT
RESET

1- MUBSECUJEZQSEIUNFEFHEZUSJ

2: LTARDBTIDYPRDHTMEDEGDYTRI

3: KSZQCASHCXOQCGSLDCDFCXSQH

4: JRYPBZRGBWNPBFRKCBCEBWRPG
5. IQXOAYQFAVMOAEQJBABDAVQOF

6: HPWNZXPEZULNZDPIAZACZUPNE

7: GOVMYWODYTKMYCOHZYZBYTOMD
8: FNULXVNCXSJLXBNGYXYAXSNLC

9: EMTKWUMBWRIKWAMFXWXZWRNMKB
10: DLSJVTLAVQHIVZLEWVWYVQLJA
11: CKRIUSKZUPGIUYKDVUVXUPKIZ

12: BJQHTRIYTOFHTXJCUTUWTOUHY

13: AIPGSQIXSNEGSWIBTSTVSNIGK

14: ZHOFRPHWRMDFRVHASRSURMHFW
15: YGNEQOGVQLCEQUGZRARTALGEY
16: XFMDPNFUPKBDPTFYQPQSPKFDU
17: WELCOMETOJACOSEXPOPROJECT
18: VDKBNLDSNIZBNRDWONOQNIDBS
19: UCJAMKCRMHYAMQCVNMNPMHCAR
20: TBIZLJBALGXZLPBUMLMOLGBZQ

21: SAHYKIAPKFWY KOATLKLMNKFAY P
22: RZGXJHZOJEVXINZSKIKMIEZXO

23: QYFWIGYNIDUWIMYRJULIDY W

24: PXEVHFXMHCTVHLXQIHIKHCXVM

Figure 3: Prototype 3’s Brute force

Source: Screenshot of my own program.
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¢ Introduction to the “frequency analyzation” technique:
(“Frequency Analysis: Breaking the Code”, 2017)

To add another way of decrypting a message without a key, a new technique is introduced
called frequency analysis. This analysis the number of times a single character occurs in a

“a0

message. For example, the character “e” appears way more in English words than the
character “Z” or “X”. In the English language the letter “E” is the letter that appears the most
on average (see Figure 4).

I
|Freq!

y| 12.02

H
9

9.10 [ 812 | 7.23 | 7.;1 | 695 | 6.28 | 6.02 | 592 | 432 | 3.

Table 2: Letter frequency in the English language
Source: Adapted from MEC and Cornell University, 2004

Assuming the original message was in English:

1.

N

Use the built-in position function and a counting variable (which increases every time
the position of a letter is found) along with a loop to continue finding the position of a
given letter.

Repeat this process 26 times with another loop for all 26 letters of the alphabet.
When the frequency analyzation button is pressed, a list of the 26 letters of the
alphabet should be displayed with their corresponding number of occurrences in the
entered message. (See Figure 4)

Analyse that list to identify the most occurring letter.
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When that list is studied, it would be clear which letter occurs the most in
the message. It would be a safe assumption that the letter occurring the
most in the encrypted message represents the letter “E” in the original
message.

To perform this assumption, the program requires a manual input on
which letter occurs most after the list is studied:

Assuming the original message was English:

1. Convert the letter occurring the most into its ASCII value using the
built-in ord(x) function.

2. Subtract that value from the value 69, which is the ASCII value for

the letter “E”.

Take the absolute value of that answer (remove the negative sign).

That answer will be the first guess to which key the original

message was encrypted with.

5. Use that key to do the normal decryption. (See Figure 5)

Hw

2023

Most occurrence?

v

SMMo s oM

Figure 4: Character
frequency list

Source: Screenshot
of my own program

XESCHOPOVOZECASTIOIMOODR

CokhoYoaoo o0

DECRYPTION
Enter encrypted text to decrypt

NVCTFDVKFARTFJVOGFGIFAVTK

RESET

1: MUBSECUJEZQSEIUNFEFHEZUSJ F: 1: MUBSECUJEZQSEIUNFEFHEZUS)
2: LTARDBTIDYPRDHTMEDEGDYTRI
3: KSZQCASHCXOQCGSLDCDFCXSQH V: 17: WELCOMETOJACOSEXPOPROJECT
4: JRYPBZRGBWNPBFRKCECEBWRPG
5: IQX0AYQFAVMOAEQJBABDAVQOF

6: HPWNZXPEZULNZDPIAZACZUPNE

7: GOVMYWODYTKMYCOHZYZBYTOMD
8: FNULXVNCXSJLXBNGYXYAXSNLC
EMTKWUMBWRIKWAMFXWXZWRMKB
10: DLSIVTLAVQHJVZLEWVWYVQLJA

11: CKRIUSKZUPGIUYKDVUVXUPKIZ

12: BJQHTRJYTOFHTXJCUTUWTOJHY

13: AIPGSQIXSNEGSWIBTSTVSNIGK

14: ZHOFRPHWRMDFRVHASRSURMHFW
15: YGNEQOGVQLCEQUGZRARTALGEV
16: XFMDPNFUPKBDPTFYQPQSPKFDU
17: WELCOMETOJACOSEXPOPROJECT
18: VDKBNLDSNIZBNRDWONOQNIDBS
19: UCJAMKCEMHYAMQCWVNMNPMHCAR
20: TBIZLJBQLGXZLPBUMLMOLGEZQ

21: SAHYKIAPKFWYKOATLKLNKFAYP

22: RZGKJHZOJEVEINZSKJKMIEZXO

23 QYFWIGYNIDUWIMYRJIJLIDYWN

24: PXEVHFXMHCTVHLXQIHIKHCXWM

[=N ORI =y )

w

HESSCAWAIRDOZEINrAETIOIMODGT®

Sl roYorocoaargSn

Most occurrence?

BRUTE FORCE DATAANALYSE DECRYPT “’

Figure 5: Prototype 3’s Frequency Analysis

Source: Screenshot of my own program.

e Problems with frequency analysis:

o Insome cases, the first try does not work and gives an incorrect decryption (See Figure
5). This is because the letter occurring the most in the original message was NOT the
letter “E”, and thus not an average message. This process would have to be repeated
but this time with the character occurring the second most. However, this is still more
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O

effective than the brute force method because it significantly reduces the amount of
output messages you have to distinguish from.

In the case that the original message is not English, this method will most likely not
work. The character occurring the most differs from language to language.

In the case that the original message is randomly generated like a password, frequency
analysis would be absolutely useless because analysing the frequency of something
random would also just give random results and not something useful.

There are other substitution ciphers that are designed to defeat frequency analysis.

o Problems with this prototype

O

@)

Frequency analysis requires the user to sift through a list of each character’'s number
of occurrences and pick the one occurring the most for the program to guess a key
and decrypt the message according to that key.

If it is the case that the first decryption of frequency analysis does not work, the user
again needs to sift through the list of number of characters occurrences to choose the
character occurring the second most. This slows down the speed of which a message
can be cracked with frequency analysis and is very tedious.

Frequency analysis is divided into 2 separate buttons/processes. (See Figure 5)

Prototype 1 and 2 thus had a great significance because prototype 1 helped identify
problem areas and in prototype 2 those problems could be approached differently and
be fixed in prototype 3.

Prototype 4

e To automate/fasten the frequency analysis process:

For faster or automatic decryption with frequency analysis, the two different frequency analysis
buttons on prototype 3 needs to be combined into one single process or button. This can be
done by coding the program to automatically sift through the list we generated for the most
occurring character, and in the case of that not being the correct encryption, also be able to
identify the second maost occurring character.

Assuming the original message was English:

1.
2.

Create 2 arrays with 26 slots each, one for unsorted data and one for sorted data.
Populate both arrays with the list of character occurrences frequencies alphabetically.
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Using 2 loops, an inner and an outer loop, sort one of the arrays
in descending order.

The value in the first slot in the sorted array will now be the
greatest number of times a character occurs.

Compare that value with the first value in the unsorted array.

If they are the same, it is known that “A” is a letter occurring the
most because the unsorted array is in alphabetical order. So, if
they are the same, take the chr(x) of the slot number + 64 and
store that character.

It is possible for there to be more than one character occurring
the most in a message, thus this process of comparing and
storing values between arrays needs to be repeated 26 times for
all the number of slots by using a loop.

At the end one or more characters are left that can be used to
create a key guess for the decryption. (See Figure 6)

¢ In the case of the first decryption not being correct (Figure 7)
The button will be pressed a second time and have to automatically identify and use the
character occurring the second most like shown below:

2023

Character Used
x 6
M: 5

Figure 6: Character
frequency list

Source: Screenshot of
my own program

FNULXVN CX SJLXB NBTXVNGYX YAXSNLC

BRUTE FORCE DATA ANALYSIS

&

1:
2
3
4:
5
6:
7
&
G

Decrypted Text (Brute Force) Key Guessed Decrypted Text (Data Analysis)

EMTKWLM BW RIKWA MASWUMPFXW XZWRM 19 : MUBSECU JE ZQSEI UIAECUNFE FHEZUSJ

DLSJVTL AV QHJVZ LZRVTLEWV WYVALJA 9 : WELCOME TO JACOS ESKOMEXPO PROJECT

CKRIUSK ZU PGIUY KYQUSKDVU VXUPKIZ
BJAHTRJ YT OFHTX JXPTRJCUT UWTOJHY
AIPGSQI XS NEGSW IWOSQIBTS TVSNIGK
ZHOFRPH WR MDFRY HYNRPHASR SURMHF
YGNEQOG VQ LCEQU GUMQOOGZRA RTALGE
XFMDPNF UP KEDPT FTLPNFYQP QSPKFDU
WELCOME TO JACOS ESKOMEXPO PROJECT
VDKENLD SN IZENR DRJNLDWON OQNIDBS
UCJAMKC RM HYAMQ CQIMKCVNM NPMHCAF
TBIZLJB QL GXZLP BPHLJBUML MOLGBZQ
SAHYKIA PK FWYKO AOGKIATLK LNKFAYP
RZGXJHZ OJ EVXIN ZNFJHZSK) KMJEZXO
QYFWIGY NI DUWIM YMEIGYRJI JLIDYWN
PXEVHFX MH CTVHL XLDHFXQIH IKHCXVM
OWDUGEW LG BSUGK WKCGEWPHG HJGBWI
NVCTFDV KF ARTFJ VIBFDVOGF GIFAVTK
MUBSECU JE ZQSEI UIAECUNFE FHEZUSJ
LTARDET ID YPRDH THZDETMED EGDYTRI
KSZQCAS HC XOQCG SGYCASLDC DFCXSQH
JRYPBZR GB WNPEF RFXBZRKCE CEBWRPG
IGXOAYQ FAVMOAE QEWAYQJBA BDAVQOF
HPWNZXP EZ ULNZD PDVZXPIAZ ACZUPNE
GOVMYWO DY TKMYC OCUYWOHZY ZBYTOML

Figure 7: Prototype 4’s Frequency Analysis
Source: Screenshot of my own program.

Do the

exact same process as in the previous steps, but replace step 4:

Character Used a
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4. The value in the (first + 1) slot in the sorted array will now be the greatest number of times
a character occurs.

If the second time does not work, replace step 4 again, but plus 2:

4. The value in the (first + 2) slot in the sorted array will now be the greatest number of times
a character occurs.

Repeat these steps until the decryption is correct. (See Figure 7)

¢ Introduction to the “Random” button

This button generates a random 20-character long message. This feature will be used during
testing to test the program’s encryption and decryption on a randomly generated message.

Final program (Prototype 5)

Another encryption technique was added to the existing program to provide more results to
be able to compare these two technigues.

¢ Introduction to the Vigenére cipher
(“Vigenére cipher”, 2023)

The Vigenére cipher is a technique of encrypting alphabetic plaintext where each letter of the
plaintext is encoded with a different Caesar cipher, whose key is determined by the
corresponding letter of another text, called the keyword.

For example, if the plaintext is “attacking tonight” and the key s
OCULORHINOLARINGOLOGY, then

o the first letter a of the plaintext is shifted by 14 positions in the alphabet (because the
first letter O of the key is the 14th letter of the alphabet, counting from 0), yielding o;

e the second letter t is shifted by 2 (because the second letter C of the key means 2)
yielding v;

o the third letter t is shifted by 20 (U) yielding n, with wrap-around;

and so on; yielding the message “ovnlgbpvt eoeqtnh”. If the recipient of the message knows
the key, they can recover the plaintext by reversing this process.
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attacking tonight OWNLOBPYT EOECTNH

pEcRYPT
ENCRYPT

OVNLCEPVT EQEQTNH ATTACKING TOMIGHT

Figure 8: Final Program’s Frequency Analysis
Source: Screenshot of my own program.

o What if the plaintext is larger than the keyword?
(“VIGENERE CIPHER”, 2023)

Because the encryption of the plaintext relies on the corresponding character of the keyword
to provide a key, it would become a problem if the keyword is shorter than the plaintext. In that
case, some letters would not have any corresponding character and thus no key.

To fix this, simply repeat the keyword with a loop until the new string is larger than the plaintext.
For example, if the keyword for the above plaintext were “KEYS”:

e The plaintext is 17 characters long and the keyword 4
e Repeat the keyword 5 times, “KEYSKEYSKEYSKEYSKEYS”
¢ Now the key is 20 characters long and can be used

¢ Vigenere cipher vs. Frequency analysis
(“Cryptanalysis”, 2023)

The Vigeneére cipher is unsuccessful to the decryption method of frequency analysis due to
the fact that the cipher rotates through different shifts, so the same plaintext letter will not
always be encrypted to the same ciphertext letter.

[Pl

For example, let’s say that “e” is the most common letter in English words. A decrypter using
frequency analysis may think that the most common letter in an encoded message likely
corresponds to “e”. However, since a Vigenére cipher encodes the same letter in different
ways, depending on the keyword, “e” could be encoded as many different letters, thus

breaking the assumptions behind frequency analysis.
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e Vigeneére cipher vs. Brute force
(“Cryptanalysis”, 2023)

A Vigenére cipher is difficult to crack using brute-force because each letter in a message could
be encoded as any of the 26 letters. Because the encoding of the message depends on the
keyword used, a given message could be encoded in 26 to the power of k ways, where k is
the length of the keyword.

For example, if we only know that a message is encoded with a word with a length of 7 letters,
then it could be encoded in 8 billion ways!

e The vulnerability of Vigenére cipher
(“Cryptanalysis”, 2023)

The primary weakness of the Vigenére cipher is the repeating nature of its key. If a cryptanalyst
correctly guesses the length of the key, then the ciphertext can be treated as interwoven
Caesar ciphers, which, individually, can be easily broken.

Keyword: KIN GKI NGK ING KIN GK ING KING
Plaintext: THE SUN AND THE MAN IN THE MOON
Ciphertext: DPR YEV NTN BUK WIA OX BUK WWBT

Keyword: KIN GKI NGK ING KIN GK ING KING
Ciphertext: DPR YEV NTN BUK WIA OX BUK WWBT
Plaintext: THE SUN AND THE MAN IN THE MOON

For example, in the cryptogram above, the plaintext “THE” occurs twice in the message, and
in both cases, it lines up perfectly with the first two letters of the keyword. Because of this, it
produces the same ciphertext “BUK”.

Repetitions in the ciphertext indicate repetitions in the plaintext, and the space between such
repetitions hint at the length of the keyword.

In fact, any message encrypted with a Vigénere cipher will produce many such repeated
instances. Although not every repeated instance will be the result of the encryption of the same
plaintext, many will be and this provides the basis for breaking the cipher. This method of
analysis is called Kasiski examination.

¢ Introducing the “Jaco Cipher”: Encryption Steps
The following steps show the encryption process of the final encryption program.

1. Key: Keyword(characters) + Key (Integers) ex. UIGSTFMSNG23

2. Caesar Output = Message is encrypted with Caesar Cipher and key part

3. Vigenere Output = Message is encrypted with Vigenéere Cipher and keyword

4. The Caesar Output is encrypted with Vigenére Output as the keyword for X number of
times.

5. The twist: The number of times/layers encrypted stated above will be determined by
the length of your name.

6. That output is then encrypted with the key but including special characters.

Breaking different types of messages

Testing was done by encoding different types of messages, then decoding them and see how
they reacted to the process. This will give an idea to what influences the successfulness of an
encryption.
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English

v" Encrypted an English type message successfully
v' Brute force decrypted the encryption successfully at key 12
v" Frequency analysis successfully decrypted the message with key 12 with 2 tries

D Jaco's Encryption Services

The quick brown fox jumps over the lazy dog FTQ CGUOW NDAIZ RAJ VGYBE AHQD FTQ XMLK PAS

ENCRYPT BRUTE FORCE DATA ANALYSIS

Decrypted Text Decrypted Text (Brute Force) Key Guessed Decrypted Text (Data Analysis) Character Used

g

ESP BFTNV MCZHY QZ| UFXAD ZGPC ESP WLk 4 :JXU GKYSA RHEMD VEN ZKCFI ELUH JXU BC A
DRO AESMU LBYGX PYH TEWZC YFOB DRO Wi 12 : THE QUICK BROWN FOX JUMPS OVER THE L Q:
CQN ZDRLT K&XFW OXG SDVYBE XENA CQN L.
BPM YCQKS JZWEV NWF RCUXA WDMZ BPM ™
AOL XBPJR IYVDU MVE QBTWZ VCLY AOL SHG
ZNK WADIQ HXUCT LUD PASVY UBKX ZNK RG
YMJ VEZNHP GWTBS KTC OZRUX TAJW YMJ QF
XLIUYMGO FVSAR JSB NYQTW SZIV XLI PEDC
WHKH TXLFN EURZQ IRA MXPSY RYHU WKH Ol
VJG SWKEM DTQYP HQZ LWORU QXGTVJG N
UIF RVJDL CSPX0 GPY KVNGT PWFS UIF MBA
THE QUICK BROWN FOX JUMPS OVER THE L2
SGD PTHBJ AGNYM ENW ITLOR NUDG SGD K
RFC OSGAI ZPMUL DMV HSKNG MTCP RFC JY
QEB MRFZH YOLTK CLU GRJMP LSBO QEB X}
PDA MQEYG XNKSJ BKT FQILO KRAN PDA HW
OCZ LPDXF WMJRI AJS EPHKN JQZM OCZ GV1
NBY KOCWE VLIGH ZIR DOGJM IPYL NBY FUTE
MAX JNBVD UKHPG YHQ CNFIL HOXK MAX ET
LZW IMALC TJGOF XGP BMEHK GNWJ LZW Df
KV HLZTB SIFNE WFO ALDGJ FMVI KYV CRQF
JXU GKYSA RHEMD VEN ZKCFI ELUH JXU BQF
IWT FJXRZ QGDLC UDM YJBEH DKTG IWT APC
HVS EIWQY PFCKB TCL XIADG CJSF HVS ZONM
GUR DHVPX OEBJA SBK WHZCF BIRE GUR YN

FTQ CGUOW NDAIZ RAJ VGYBE AHQD FTQ XM 4
3

1
2
3
4
5:
B6:
K8
8:
9:

Figure 1: Testing an English message
Source: Screenshot of my own program.
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Afrikaans

v' Encrypted an Afrikaans type message successfully
v' Brute force decrypted the encryption successfully at key 8
v" Frequency analysis successfully decrypted the message with key 8 with 3 tries

D Jaco's Encryption Services

Die vinnige bruin jakkals spring cor die lui hond

ENCRYPT

Decrypted Text

LaM DOVVGOM JZCQV RISSITA AXZQVO WWZ

QNI WN S

Figure 2: Testing an Afrikaans message
Source: Screenshot of my own program.

BRUTE FORCE

§

Decrypted Text (Brute Force)

KPL CPUUPNL IYBPU QHRRHSZ ZWYPLIN WY
JOK BOTTOMK HXAOT PGQAGRY YVXOTM UL
INJ ANSSNLJ GWZNS OFPPFOX XUWNSL TTW
HMI ZMREMKI FvYMR NEQOEPW WTVMRK 5!
GLH YLQQLJH EUXLQ MDNNDOV VSULQJ RR
FKG XKPPKIG DTWKP LCMMCNU URTKPI QQ1
EJF WJOOJHF CSVJO KELLEMT TQSJOH PPS

DIE VINNIGE BRUIN JAKKALS SPRING OOR Dit
CHD UHMMHFD AQTHM IZJJZKR ROQHMF NP
BGC TGLLGEC ZPSGL HYIIYJQ QNPGLE MMP |
AFB SFKKFDB YORFK GXHHXIP PMOFKD LLO
ZEA REJJECA XNQEJ FWGGWHO OLNEJC KK
YDZ QDIDEZ WMPDI EVFFVGN NKMDIB JJM Y
XCY PCHHCAY VLOCH DUEEUFM MJLCHAIIL 2
WEX OBGGBZX UKNBG CTDDTEL LIKBGZ HHE
VAW NAFFAYW TIMAF BSCCSDK KHJAFY GGJ'
UZv MZEEZXV SILZE ARBBRC. JGIZEX FFI UZ\
TYU LYDDYWL RHKYD ZQAAGEI IFHYDW EEH

SXT KXCCXVT QGJXC YPZZPAH HEGXCV DDG
RWS JWBBWUS PFIWB XOYYOZG GDFWEBL CC
QVR IVAAVTR OEHVA WMNXXNYF FCEVAT BBE C
PUQ HUZZUSQ NDGUZ VMWWMXE EBDUZS £
OTP GTYYTRP MCFTY ULVWLWD DACTYR ZZC

NSO FSXX5Q0 LBESX TKUUKVC CZBSXQ YYB
MRN ERWWRPN KADRW SJTTJUB BYARWP X

DATA ANALY SIS

Key Guessed

LGM DOVVQOM JZCQV RISSITA AXZOVO WWZ LaM TCQ PWVL

Decrypted Text (Data Analysis)

: ZEA REJJECA XNGEJ FWGGWHO OLNEJC KK
: U2V MZEEZXV SILZE AREBRCJ JGIZEX FFI UZ
: EJF WJOOJHF C5VJO KELLBMT TQSJOH PPE
: DIE VINNIGE BRUIN JAKKALS SPRING OOR D
1 TYU LYDDYWU RHEYD ZGQAAGEI IFHYDW EEF
1 QVR IVAAVTR OEHVA WNXXNYF FCEVAT EBE

Wwwwm~

2023

Page | 18



Computer Science

Password

v' Encrypted a Password type message unsuccessfully (Capitalized every letter + left out digits)

v' Brute force decrypted the encryption unsuccessfully

v' Frequency analysis unsuccessfully decrypted the message

D Jaco's Encryption Services

sUQTsHd5dZ5d502P2VUF

Key Decrypted Text

ENCRYPT

21 NPLONCYYUNYYKQPA

NPLONCYYUNYYKQPA

BRUTE FORCE

§

]
2
3
4:
5:
6:
7
8
g

Decrypted Text (Brute Force)

MOKNMBXXTMXXJPOZ
LNJMLAWWSLWWIONY
KMILKZVWRKVVHNMX
JLHKIYUUGQJUUGMLW
IKGJIXTTPITTFLKY
HJFIHWSSOHSSEKJU
GIEHGYRRNGRRDJIT
FHDGFUQQMFQQCIHS
EGCFETPPLEPPBHGR
DFBEDSOOKDOOAGFQ
CEADCRNMJCNNZFEP
BDZCBQMMIBMMYEDO
ACYBAPLLHALLXDCN
ZBXAZOKKGZKKWCEM
YAWZYNJJIFYJJVBAL
XDWVFXMIEXIUAZK
WYUXWLHHDWHHTZY)
VATWVKGGCYGGSYXI
UWSVUJFFBUFFRXWH
TVRUTIEEATEEQWVG
SUQTSHDDZSDOPVUF
RTPSRGCCYRCCOUTE
QSORQFEBXQBBNTSD
PRNOPEAAWPAAMSRC
0QMPODZZVOZZILRAB

Figure 3: Testing a Password message

Source: Screenshot of my own program.

DATA ANALYSIS

Key Guessed

TVRUTIEEATEEQWVG
EGCFETPPLEPPBHGR
CEADCRNMJCNNZFEP
RTPSRGCCYRCCOUTE
PRNOPEAAWPAAMSRC
HJFIHWSSOHSSEKJU
GIEHGYRRNGRRDJIT
DFBEDSOOKDOOAGFQ
BDZCBQMMIBMMYEDO
XZWVYKMIEXIUAZK
QSORGFBEXQEBNTSD
0QMPODZZVOZZILRAEB
NPLONCYYUNYYKQPA
MOKNMEXATMAXIPOL
LNJMLAWWSLWWIONY
KMILKZVWRKVVHNMX
JLHKJYUUGJUUGMLW
IKGJIXTTPITTFLKY
FHDGFUQQMFQQCIHS
ACYBAPLLHALLXDCN
ZBXAZOKKGZKKWCEM
YAWZYNJJFYJJVBAL
WYUXWLHHDWHHTZYJ
VATWVKGGCYGGSYXI
UWSVUJFFBUFFRXWH
SUQTSHDDZSDDPVUF

Decrypted Text (Data Analysis)

Q
g
o
i
c
£

NXESAPAIE IO IMDBCOONL AR D2

COO0O0DO0OOOOOOO0O OO oW

2023
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Randomly generated message (Password without digits)

v" Encrypted a Randomly generated type message successfully

v' Brute force decrypted the encryption unsuccessfully (impossible to distinguish)

v" Frequency analysis unsuccessfully decrypted the message (impossible to distinguish)

Figure 4: Testing a Randomly Generated message

Source: Screenshot

D Jaco's Encryption Services

ZCIYSHNGULFRYMIGFMEO

Key Decrypted Text

ENCRYPT

3 CFLEBVKQJXOIUBPLTIPNR

of my own program.

CFLEVKGXOIUBPLTIPNR

BRUTE FORCE

Key

1
2
3
4
5
6:
7
&
=

Decrypted Text (Brute Force)

BEKAUJPIWNHTAOKSHOMQ
ADJZTIOHVMGSZNJRGNLP
ZCIYSHNGULFRYMIGFMKO
YBHXRGMFTKEGQXLHPELJN
KAGWAFLESJDPWKGODKIM
WZFVPEKDRICOVJFNCJHL
VYEUODJCOHBNUIEMBIGK
UXDTNCIBPGAMTHDLAHF
TWCSMBHAOFZLSGCKZGE!
SVBRLAGZNEYKRFBJYFDH
RUAQKZFYMDXJQEAIXECG
QATZPJYEXLCWIPDZHWDEF
PSYOIXDWKBYHOCYGVCAE
ORXNHWCVJAUGNBXFUBZD
NOWMGVBUIZTFMAWETAYC
MPYLFUATHYSELZVDSZXE
LOUKETZSGXRDKYUCRYWA
KNTJDSYRFWQCJIXTBAXVZ
JMSICRXQEVPEIWSAPWLUY
ILRHBQWPDUOAHVRZOVTX.
HKQGAPVOCTNZGUQYNUSW
GJPFZOUNBSMYFTRXMTRY
FIOEYNTMARLXESOWLSQU
EHNDXMSLZAQKWDRNVKRPT
DGMCWLRKYPJVCQMUJQOS

DATA ANALY SIS

Key Gueszed

(== B S R B S )

jry

: FIOEYNTMARLXESOWLSQU

: YBHXRGMFTKEQXLHPELJN
:VYEUODJCQHENUIEMEIGK

: RUAQKZFYMDXJQEAIXECG

: EHNDXMSLZOKWDRNVERPT
: BEKAUJPIWNHTAOKSHOMQ
: XAGWQFLESJDPWKGODKIM
- WZFVPEKDRICOVJFNCJHL

: TWCSMBHAOFZLSGCKZGE!

: SVBRLAGZNEYKRFBJYFDH

: QTZPJYEXLCWIPDZHWDEBF

: PSYOIXDWKEBVHOCYGVCAE

- NGWMGVBUIZTFMAWETAYC
: MPVLFUATHYSELZVDSZXE

: LOUKETZSGXRDKYUCRYWA
: JMSICRXQEVPBIWSAPWUY

: GJPFZOUNBSMYFTPXMTRV
: DGMCWLRKYPJVCAMUJQOS
: CFLEVKQJXOIUBPLTIPMR

: ADJZTIOHVMGSZNJRGNLP

: ZCIYSHNGULFRYMIGFMKO

: UXDTNCIEPGAMTHDLAHF

: ORXNHWCVJALUGNEXFUBZD
: KNTJDSYRFWQCJXTBOXVZ
ILRHEQWPDUOAHVRZOVTX

: HKQGAPYOCTNZGUQYNUSW

Decrypted Text (Data Analysis)

=]
H
a
8
[
&

NXZPZIEMOUPXSCHAAQOZALTODL — B

COO0OOOOOO0 S R R

2023
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Sentence with lots of e’s

v' Encrypted a sentence with lots of e’s successfully
v' Brute force decrypted the encryption successfully

v" Frequency analysis successfully decrypted the message within the first try

D Jaco's Encryption Services

The earth enters an early energy era

ENCRYPT

Decrypted Text

ESP PLCES PYEPCD LY PLCWJ PYPCRJ PCL

ESP PLCES PYEPCD LY PLCW.J PYPCR.J PCL

BRUTE FORCE

g

1
2
3
4:
5:
B6:
KS
8
9:

Decrypted Text (Brute Force)

DRO OKEDR OXDOEC KX OKBVI OXOBGI OBK
CQON NJACC NWCNAB JW NJAUH NWNAPH NA.
BPM MIZEBF MVEMZA IV MIZTG MVMZOG MZI
AOL LHYAOQ LUALYZ HU LHYSF LULYNF LYH
ZNK KGXZMN KTZKXY GT KGXRE KTKXME KXG
YW JFWYM JSYIWX FS JFWQD JSJWLD JWF
XLIEVEL IRXIVW ER IEVPC IRIVKC IVE

WKH HDUWK HQWHUY DQ HDUOB HQHUJB F
WVJG GCTVI GPYGTU CP GCTNA GPGTIA GTC
UIF FESUI FOLUFST BO FESMZ FOFSHZ FSB
THE EARTH ENTERS AN EARLY ENERGY ERA
S5GD DZQS5G DMSDAR ZM DZGKX DMDGFX D
RFC CYPRF CLRCPQ YL CYPJW CLCPEW CPY
QEE BXOQE BKQBOP XK BXOIV BKBODY BOX
PDA AWNPD AJPANO WJ AWNHL AJANCU ANV
OCZ ZVMOC ZIOZMN VI ZVMGT ZIZMBT ZMV
NBY YULNB YHNYLM UH YULFS YHYLAS YLU
MAX XTKMA XGMXKL TG XTKER XGXKZR XKT
LZW WSJLZ WFLWJK SF WSJDG WFWJYQ WJE
KYV VRIKY VEKVIJ RE VRICP VEVIXF VIR

JXU UQHJX UDJUHI QD UGHBO UDUHWO UH
IWT TPGIW TCITGH PC TPGAMN TCTGVN TGP
HVS SOFHY SEHSFG OB SOFZM SBSFUM SFC
GUR RNEGU RAGREF NA RNEYL RARETL REM
FTQ GMDFT QZFQDE MZ QMDXK QZADSK QD

Figure 5: Testing a sentence with lots of e’s
Source: Screenshot of my own program.

1

DATA ANALYSIS

Key Guessed

Decrypted Text (Data Analysis)

: THE EARTH ENTERS AN EARLY ENERGY ER2

Character Used

P:

8

2023
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Sentence with no e’s

v' Encrypted a sentence with none e’s successfully
v' Brute force decrypted the encryption successfully
v' Frequency analysis unsuccessfully decrypted the message even with all tries

D Jaco's Encryption Services

It iz as hard as napping without a pillow

ENCRYPT

Key

15:

Decrypted Text

X1 XH PHWPGS PH CPEEXCY LXIWD.JI P EXAA

Figure 6: Testing a sentence with no e’s
Source: Screenshot of my own program.

BRUTE FORCE

Decrypted Text (Brute Force}

WH WG OG VOFR OG EODDWEBU KWHVCIH O [
VG VF NF UNEQ NF ANCCVAT JVGUBHG M CVY
UF UE ME TMDP ME ZMBBUZS IUFTAGF M BL
TETD LD 5LCO LD YLAATYR HTESZFE L ATWY
5D 5C KC RKBN KC XKZZ5X0Q GSDRYED K Z5)
RC RE JB GLJAM JB WJYYRWP FRCQXDC J YRL
QB QA 1A PIZL 1A VIXXQVO EQBPWCB | XQTTWE
PA PZ HZ OHYK HZ UHWWPLUN DPAQVBA H W
0OZ OY GY NGXJ GY TGVWOTM COZNUAZ G VOF
NY NX FX MFWI FX SFUUNSL BNYMTZY F UNC
MX MW EW LEVH EW RETTMRK AMXLSYXET
LWLV DV KDUG DV QDSSLG ZLWKRXW D 5L
Kv KU CU JCTF CU PCRRKPI YEVJIGWY C RKN!
JUJT BT IBSE BT OBQQJOH XJUIPVU B GJMM
IT 1S AS HARD AS NAPPING WITHOUT A PILLOV
HS HR ZR GZQC ZR MZOOHMF VHSGNTS Z Ot
GR GO YQFYPE YQ LYNNGLE UGRFMSR Y NC
FQ FP XP EXOA XP KXMMFKD TFQELRQ X MF
EP EQ WO DWNZ WO JWLLEJC SEPDKQP WL
DO DN VN CYMY VN IVKKDIB RDOCJPO V KDG
CN CM UM BULX UM HUJJCHA QCNEBION U JC
EM BL TL ATKW TL GTIIBGZ PEMAHNM T IBEE
AL AK SK ZSJV SK FEHHAFY OALZGML S HADC
ZK ZJ RJ YRIU RJ ERGGZEX NZKYFLK R GZCC
YAV QIXAHT QI DAFFYDW MYJXEKJ Q FYBBE

XI XH PHWPGS PH CPEEXCY LXIWDJI P EXAADL

DATA ANALYSIS

Key Guessed

o

T N
b

Decrypted Text (Data Analysis)

* MX MW EW LEVH EW RETTMRK AMXLSYX E
: EP EQO WO DWNZ WO JWLLEJC SEPDKGP W |
1 ¥l XH PH WPGS PH CPEEXCY LXIWDWJI P EXA
: UF UE ME TMDP ME ZMEBUZS IUFTAGF M B
:TETD LD SLCO LD YLAATYR HTESZFE L ATW
:BM BL TLATKW TL GTIEGZ PEMAHNM T IBEE
1 ZK ZJRJYRIU RJ ERGGZEX NZKYFLK R GZC(
2YJ Y1 Gl XQHT Ql DAFFYDW MYJXEK) G FYBB
1 QB QA 1A PIZL IAVIXXQVO EGBPWCE | XQTTW
:FQ FP XP EXOA XP KXMMFKD TFQELRG X M
:VGEVF NF UNEQ NF ANCCVAT JVGUBHG N GV
15D 5C KC RKBN KC XKZZSX0 GSDRYED K Z£
:JUJT BT IBSE BT OBQGJOH XJUIPVLU B QMM
:GRGQYQFYPB YQ LYNNGLE UGRFMSR Y N
AL AK SK Z8JV SK FSHHAFY OALZGML S HAD
1 WH WG 0G VOFR OG BODDWEL KWHVCIH O
:RC RE JB QJAM JB WJYYRWP FRCGXDC J YR
: PAPZ HZ OHYK HZ UHWWPUN DPAOVBAH W
:OZ OY GY NGXJ GY TGVWWOTM COZNUAZ GVO
T NY NX X MFWI FX SFULUNSL BNYMTZY F UN
(LW LV DV KDUG DV QDSSLGJ ZLWKRXWD S
: KV KU CU JCTF CU PCRRKPI YKVJOWY C RKM
1T IS AS HARD AS NAPPING WITHOUT A PILLO
:HS HR ZR GZQC ZR MZOOHMF VHSGNTS Z C
: DO DN VN CVMY VN IVKKDIB RDOCJPO WV KDC
:CNCM UM BULX UM HUJJCHA GCNEION U J

(=]
H
o
&
c
i

NECHDROZEATESNEQSNDOR"IMXT

D000 O0000 0000 R R R R R W W W
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Results
The result of this program is that it was in fact able to break a Caesar Cipher encryption which
aligns with the engineering and designing goals. There are also other results gathered.

Different types of messages

e English:
v" Encrypted an English type message successfully
v Brute force decrypted the encryption successfully at key 12
v Frequency analysis successfully decrypted the message with key 12 with 2
tries

e Afrikaans:
v' Encrypted an Afrikaans type message successfully
v Brute force decrypted the encryption successfully at key 8
v" Frequency analysis successfully decrypted the message with key 8 with 3
tries

e Passwords:
v' Encrypted a Password type message unsuccessfully (Capitalized every
letter + left out digits)
v' Brute force decrypted the encryption unsuccessfully
v" Frequency analysis unsuccessfully decrypted the message

e Randomly generated message:
v" Encrypted a Randomly generated type message successfully
v' Brute force decrypted the encryption unsuccessfully (impossible to
distinguish)
v" Frequency analysis unsuccessfully decrypted the message (impossible to
distinguish)

e Sentence with lots of e’s:
v' Encrypted a sentence with lots of e’s successfully
v' Brute force decrypted the encryption successfully
v" Frequency analysis successfully decrypted the message within the first try

e Sentence with no e’s:
v' Encrypted a sentence with none e’s successfully
v’ Brute force decrypted the encryption successfully
v" Frequency analysis unsuccessfully decrypted the message even with all
tries

Factors contributing to the strength of an encryption identified

e Size of the key

e Special characters

¢ Small and capital letters
e Encryption technique

e Length of encryption

e Language of message
e Layering
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Discussion

2023

There are loads of websites online encrypting a message with a Caesar Cipher, but none
decrypt them using multiple types of decrypting types. Thus, the one created was able to
gather information showing what variables to consider or improve when wanting to create a

strong encryption for websites, messaging or other platforms.

The factors that contribute to a weak encryption

Factors Identified

Strong Encryption

Weak Encryption

Size of key Key is not very limited (up to | Key is limited (like my
1000+ options) program with only 25
options)

Special characters

Special or unusual
characters are allowed

Only alphabet characters are
allowed

Small and capital letters

Encryption is case sensitive -
small and capital letters have
different corresponding
ASCII values

Encryption is not case
sensitive - characters are all
capital or all small

Encryption technique

Techniques gets updated
and modified ex. Hashing

Techniques are old and out
of date like old Ciphers

Length of encryption

Length can be changed and
set to whatever length you

want - making more
possibilites  (Hashing -
generates a unique

signature of fixed length for a
data set or message)

Length of plaintext input is
the same as the encryption
length

Language of message Uses random generated | Uses known languages like
characters like passwords | English  with  occurring
with next to none patterns | patterns that could be
occurring analyzed

Layering

Encrypts in layers

Encrypts a single time

These factors

identified were

interpreted

characteristics of a strong encryption

in this situation to create the following

Factors identified that contribute to the strength of an encryption

Factors of Weak
Encryption

Factors of Strong
Encryption

Applying research to New
Encryption

Key limited in length and
type

Key not limited

Keyword + Integer Key

Strictly alphabet characters

Special Characters allowed

Alphabet + Special
Characters

Not case sensitive — do not
differentiate between small
and capital

Case sensitivity —
differentiate between small
and capital

Not case sensitive (Beyond
skillset at this moment)

Single technique

Different techniques

Combination of Caesar
Cipher + Vigenére Cipher +
Twist
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Message length =
Encryption length
possibilities

Encryption length not the
same as input length = more

Length of encryption =
Length of keyword

Patterns occur + can be
analyzed ex. encrypting
English linear

Little to no visible patterns

Patters non visible = cannot
be analyzed

Encrypts a single time

Encrypts in layers

Encrypts in multiple layers

After using two different techniques to decrypt messages, differences were noted and listed

below:

Advantages and disadvantages to using a brute force technique

Pros

Cons

Button has to be only pressed once

Depends on the correct decryption being
easily distinguishable

Guaranteed the correct decryption

Slow

Creates a long list

Advantages and disadvantages to using a frequency analysis technigue.

Pros

Cons

Shortens the list of possible decryptions

Not guaranteed the correct decryption (if
original message did not contain an e)

Fast

Button in some cases needs to be pressed
multiple times

Works within little tries if original message
contained e’s

Relies on the assumption that the original
message was English

Does not work at all if original message did
not contain e’s

Brute Force vs. Frequency Analysis: The differences

Brute Force

Frequency Analysis

Slow

Fast

Manually distinguish the correct decryption

Manually distinguish the correct decryption

Button pressed once

Button pressed more than once

Always guaranteed the correct decryption in
the 26 options

Not always guaranteed the correct
decryption (if original message did not
contain an e)

Creates extensive list

Creates shorter list

Works whether original sentence contained
an e or not

Does not work if original message did not
contain an e
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Knowing different attacks helps to prevent them

Brute Force Attack Frequency Analysis Attack

Uses every possible key Analyses English to guess the most possible
key

Same key is used for every character

How can these attacks be stopped? Encrypt every character with different key:

1. Creates an impossibly long list of options during Brute Force (26* ; k = length of

keyword);

2. Every character with different key: Encryption cannot be analysed anymore because it

is non-linear ex. An “E” can be encrypted as an “P” and “Y” in the same text;

Significance of each prototype leading to the final program

Prototype 1:

This prototype is significant because it identified the problem of the program including
special characters and encrypting punctuation, making it difficult to break a normal Caesar
Cipher like the aim was. This identification allowed for the problem to be fixed and the
decryption of the final program to have a solid foundation and to run smoothly.

Prototype 2:

This prototype is significant because it identified the problem in which we cannot use the
key to decrypt the message, because the key would be unknown to us which allowed for
the final program to now use pre-known keys to decrypt messages. Secondly it identified
that it would take too long to manually enter 25 keys to see which key worked, thus allowed
for the final program to be automatic and only require the single press of one button. Thirdly
it identified that a brute force technique on its own is not sufficient because the user has
to distinguish between 25 options, thus allowed for the final program to have 2 distinctly
different options of decrypting a message.

Prototype 3:

This prototype is significant because it firstly identified that frequency analysis was way
too manual and took too long for it to be any faster and more productive than a brute force
technique, this allowed for the final program to have frequency analysis automated and
not require a user to si9ft through a large list for the most and second most occurring
character. Secondly it allowed for the final program to automatically use the second or
third most occurring character to keep on analysing until the correct decryption is reached,
unlike before where the user had to manually sift through a large list again and again.
Lastly, it allowed us to see the way 2 separate buttons in frequency analysis slowed down
the process and made it possible for the final program to have only one button increasing
the speed and productivity.

Caesar Cipher vs. Vigenére cipher

What happens when a simple adjustment of technique is changed?

| Caesar Cipher | Vigenére cipher |
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One key used to encrypt entire message Different key used for each individual
character

Frequency analysis can be used to find the | Vulnerability: Repetitions in the ciphertext

key indicate repetitions in the plaintext, and the

space between such repetitions hint at the
length of the keyword.

Can be broken using a brute force technique | Cannot be decrypted using brute force,
because each letter can be encrypted with
26 possible keys, and that is excluding
special characters and spaces.

Limitations and errors
Programming Background

The overall result of this project was more the physical program that was built and less the
results it gathered.

I was limited by not having an IT / programming background before Grade 10, | have only my
Grade 10 IT knowledge of about 8 months that | had to use in order to build this program.

Because of my limitation in knowledge about other languages, | was limited to only the Delphi
programming language and not able to use other languages with more features like Python to
write this program.

This also affected the results my program helped me gathered:

This program was created using the programming language Delphi which is quite outdated
and not frequently used by users. Information about factors that contribute to a weak
encryption was gathered using a program that was designed with Delphi so thus the results
could differ with other programming languages.

For example, Python has a function that could automatically detect an English
word/sentence/phrase which would change one of my factors and thus my results.

Language

For this program to work successfully and to be able to get results, it had to rely on the
assumption that the user’s input message is English or Afrikaans.

This is because the brute force technique relied on the user to distinguish between 25 other
options to find which one looks distinctly different than the rest (thus English or Afrikaans). If
the input message had been a password or a randomly generated message, there would have
been no way for a user to manually distinguish the original text from the other 24 options
because they all would have looked random.

In the same way, the frequency analysis technique also relied on analysing the frequencies of
different letters in each language and the predictable occurrences in languages. If the input
message had been random characters or a password, the frequency analysis would just
straight up not work because of the randomness and unpredictability in the text.

This goes the same for if the input message had been another language than Afrikaans and
English because the character occurring the most in that language would have been different
than the “e” for Afrikaans and English.

Most other languages also use plenty special characters with unusual signs that would have
made it harder to encrypt and decrypt and include a bunch of other factors as well.
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The Insider Threat

(“Six Reasons why Encryption isn’t working”, 2015)

This program only provided for two cases of decryption but did not provide for a case in which
somebody could be getting keys from a person working inside of the system.

According to a reference, the “Insider Threat” is one of the biggest causes for data breaches
and in a case like that, the whole decryption process will be totally unnecessary because the
key is known and little to no work or effort has to be put into breaking the encryption.

One of the biggest causes of data breaches is insiders selling these secure keys or sensitive
information to hackers in exchange for money. (See references)

Recommendations for Future Research

Make use of a new programming language used in the practice like Java or Python. Create a
program using the research in this project to further strengthen and test the durability of the
encryption. Add new types of encryption technigues like Transposition Ciphers. Add more
layers like 2D or 3D encryption. By testing the durability in a new language, another
perspective of where it can be improved can come to light.

Conclusion

Applying the bare basics of an encryption technique or Cipher will always be hackable in some
kind of way, BUT by being innovative and combining techniques, applying the research in this
project, and adding twists or information unknown to hackers, will result in an encryption
system to be almost unbreakable.

CONSTANT IMPROVING and INNOVATION of these systems is the biggest step towards
minimizing the huge number of data breaches.
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Appendix
Code for “Encrypt” Button

- Bprocedure TForml.btnEnc lick (Sel

of char;

sPlaint
sPlaint

StrToInt(

th

ertext.lines

Trial Code for “Brute Force” Button

100
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Qutput : string;

100

ctOutput :=
1 to length( xt Input)

to 25 do

hertextInput[i] = arrAlphabet[j]

Output := sPlaintextOutput + arrd

ttoutput.Lines i( IntTosS
utput.Lin (" "):

- gprocedure TForml.Butto ick(Sender: T
begin
memPlainte
end;

- gprocedure TForml.ButtondClick(Sender: TOb

= Char(b) then

memDataAna.Li r(b) + ": ' + IntToSt

end;

do

g

abet [(] + ( 2¢

sPlainte
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Code for “Decrypt” Button

) Bprocedure TForml.Button
of char;

utput : string;

Output
1 to length

ertextInput[i] = arr

Plainte utput
end;

end;

1( IntToStr (iC
(" ") ;

abet[j]1 then

output + arrAlphabet[(j + ( 2

+ sPlaintex

toutput) ;
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This project attempts to decrypt the encrypted message in English
using frequency analysis technique. The message is encrypted in Caesar
Cipher and Vigenére Cipher schemes, respectively. The experiments were
conducted over various types of messages other than English text with
varying degrees of success and failure. The author developed programs to
test the strength and weakness of the two schemes and came up with
some factors that can affect the strength and weakness of the two schemes.

Overall, this study is interesting but the results are quite basic.
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