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Abstract

Passwords are a common tool in our daily lives. They can prevent our privacy from being revealed
to others, but many problems have occurred as well. For instance, if the password a user sets can easily
be guessed by others, its functions of is lost.

In Taiwan, Zhuyin passwords have been widely on the Internet. These passwords look like garbled
codes at first, but there 1s a pattern in fact. If hackers learn these patterns, it will be easy for them to
break these passwords. Unfortunately, the password meters that websites use while setting passwords
does not consider these Zhuyin patterns. As a result, we intend to solve the problem by developing a
program concerning these passwords.

In the project, we first researched on the definition of strong passwords and weak passwords. Then
we discussed the percentage of Zhuyin passwords beyond all passwords. Finally, we reach the objective
we set up—coding a program concerning the Zhuyin password strategies. In the research, we also
compared the strengths and weaknesses of different password algorithms for the purpose of determining
the most accurate password algorithm. At the end of the project, we also proposed the possibility of

expanding the system to other languages and input methods.
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i
FEHNEL 12.715 12.264 11.195 8.659 16.024

(log10)

RS 47,238 40.741 37.190 28.765 53.229
pay. Vm6 (F17) E (&) 1 (leet) I (&) J (&)
pan-7) jo3 (leet) jo3 (leet) U (#H) i (ER) i (¥R
Sy a3 xud (leet) xu3 (leet) 3rudl (leet) 394 (leet) 3¢ (&17)
Sy ! admin (FR)  p3 (%J71) su3 (leet) p3g (leet)
STHES 9 (&)
THG6 4 (leet)

EE I 3.8 4
( .—l—/\ ) *U)EH zxcvbn Zﬁé’ /23,5 /EJ/IEZS\{&:E%

HE %65 aipdxZVU3qyuSWE xn7tfvamws6Q8U 6dFm9dgch8b17 L v96yJchn9h9’I‘w 87,aQ db3Khe8

5y Clisyasr) 443

IS (logl0)  21.164 26 23.975 26.886 22.671
CaltiTiobdes 70.304 86.371 79.644 89.313 75.310

e aip (5 F#ES) xnZ (F47) 6dF (577) 8 (#171)
Doy dxZ (§#%) tfv (SE) ni (ERAEE) ZaQ (§f%)
SEE= VU3 (leet) wU (25) 9dg (#7171) HX (£5)

Py i ay (#747) mw (& FHETS) erf (§%) Lv96yJHxen9hOTw  Hud CHFIZEES)
SREH uS (leet) s6Q8U (5&77) 8 (&11) (F757) b3 (leet)

DAy - 7aN WE (FEF#) biZ (5 F#S) K (£1)
St he (& FH#HS)
Doy - TAN 8 (#717)

HHE % 2YQAEksXriJU9ge d37CNAgY1|k3HvQ qYUdewDSSQCIRIF JCLchdQKZGKQAG 31 wRJqub6JGWF2

oy Ciisydsr) 453

gL (logl0)  24.753 20.665 24.788 25.883 26.824

ik iy 82.228 68.647 82.343 85.980 89.109

e — 2YQ (#17) d3 (leet) qYU (#5) 3LwRj (#17)

DAy AEks (ER#ES)  ZC (1) a CER®ES) JCLcTqdQKzZGK A (CHEFRZEHS)
SHE= Xr (277) NAgY (BAH#E)  ew (HAHHE) (#71) ab6iGWE2 (£77)
oy 1] U (853) i CHF®E+E%E)  D8SQCIRLE (F77)

SRR 9ge (leet) k (F5)

Pax: - 7 3H (leet)

e ‘0 (29) 9AG (leet)

Pay VAN

SREHS VI 4 5
(Bt FIH zxevbn HECEE R
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TS

5188 o345y ) 453 3.897
Mg (log10) 24.3609 11.8645
SRR 80.9249 39.4135

(/) FIH zxevbn JEEUAEEOE B SR 8RS
FH_ERFTLUGHA > zxevbn REEE IR (918 ) KRR ESHIRES | B EHY
oAl > AU E] 3.8 rHY YL > BIRTECERYIREMSHE A E - BRI A Z 21
WD ARSI > BAFRE P zxevbn AVAZE R EEE > LA R -

s e A )
(—) AT HBERSITE S

SRRl 28 AT A S TPy s AR - B T — (B ARy 100 2HE TSI A IEER -
WNEaa  EFZ 080 B Tvm6jo3xud ; ~ Tej03xudadmin ; ~ " ludrudlp3 |
"3i39%4su3 ; ~ Tii3cp3gi94 ; ~ Ti32k7, ~ Tauda83 ) LARZ Tji32kTauda83 ;o #EA R
TR Ry TR, ~ TEE adming ~ TEEECA, - TIRER, - THARAD, -
TIRAY L~ TS DU TIRAVEES ) o NETEAERS EARE(HSCE FEEE R (49350
F) o AR EEREREOTE E 1R o LR S SRR A IERE - SRR

AR -
START
}
HEAE :
ﬁﬁ 1=0
} 14 !
SR ) False %J%%%E False
a 1<a A,,’t o b |
. = 9535 B B
g%% True True ¢
’jf F total++
HigHE 4 ]
b " —
. False
Bd <b — JH+
EL3f
, Troel— |
total

(@70 AL E
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WG T =77k - R A AR SO B R R & R 50k
L J5E—

FMVRIFR4ERS T T A o0 PSR » (et - 2B ERHE
FATS— B -

2. A=

HFE R L RO B S BT B AR T T > I
AT R 3 B SRS « ] ¢ ST B KT TAELL BRI 53 DU 2K7
R E T BT SRS [EERRE R 30k8 > PURELE okt A F (]
B BTSN B EIT > HISBGER @I - ERI BT TR R AR 2 AIEH—
LR -

3. A=

AFEHR-REEERIT > ERHE RSO E AW EEF EIT > HW{EE
HETHE > AE SRS SRS © 40 I — %S i32k7 DAK ji3aa2k? - MECH
B i3 DU 2k7 WIE BT - EM RS A P S BiEE S  BR
Fo'o6 SR B TT OB o NI AR Rl B S - 55— SRS vy R
S N R EE R BITEEEN - BIERHRAE — O ENEEER

HETRILRE T BRSSO B SRR R 9~4 0 B
HENFF > —~ A~ U FEHREEF > YU M —428 S —& - —
B =R R RS - RPIRE—EREE > SRS ER i) URIGER IR R A THRY
M RIS SRR N Fois & M AR SR, - B ¢ 57+ A+ T+— > FEBA RIS RHR
Ryt 2i+ZERE o (BFRFIHARAVERIA B ATAE B a R NET BT > I - 9+—+ T+
AR FRIR G ARy Tui+ 2248 > AR EE7AREST BT - it > JMEFREETIE -
HAIIRETT AN T8 G=0 A &7 EE BITipR -
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LC5

BT
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FOLHHE

AE

hn.—ﬁ/u

GEs
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HEEEEAAEEEEEED aas aBnan
GDI.IIDD[:J aan DDDD

LT Dooo
TLLTTTT — M ICEL
ELT AT 1T

(=) TSRS RT3 A e ]

» WRFREER TR
— EEEE R R R
(=) T AR

R LE A St = AN ZE R » BAIHET — (SRR R A= DA
0% AE— A —EHIEERV RS - RIS I—r > 5588 > ARH
SRSy o Bl - DAEEESFRAGR » & Elada t I g cEs o RAEE—EY
o AEEE] 99 73 © o By 100 73 > Ef&Es 0 47
Tyt
fEHEEE R B RS ER
HET R - HEW P ABEE SR PMEE T o B R SCE -
Run time: 2ms

total=0
£ en L]l - 3

Process returned 0 (0x0) execution time : 0.405
Press any key to continue.

(B —=+=) J5E—t

H EEFATAI ISR - 5l V7ANSE TR N E R AEEEEH AN
[EF - A G 2 T SO (bR T aEan - A~ gia i
A o ZBBIARER © BA —4H% auda83 > BRSO TS o (HELEERTINSHE
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w5 thEE > ARG HIIA - BRIEEZSE > A NG & ia e i H RIS
AT R A G S TR ey - NI AT T -

FiE—#5r 9257

FIA T2 AR — (#0155 A RHE A — 4IRS SO R SR E S L -
Paprmy

[EFECESRR I EEEITR

HlEn s - &P AmREEEET > BAEE CE -

7132k7
audad3
]]\kP”]94

]Oﬂ\L4
c10\\u~tdmin
lu3rudlp3
j132k7audad3
Run time: 16ms
mul 10

FEend**

Process returned 0 (0x0) execution time : 0.586 s
Press any key to continue.

CE —=400) I3

A EE LIS - B — 40 A THE Y /AR S S AVA gk - (HE
PO — I RE T LAY o B0 - S R i32kT - EEESERA i3 AR 2KT RI(EER
BT ARG A SRS » HA0E P ES 987654321 » RIELEERFRILFA 87 LK 54
EEETT 0 87 AR R BB 1Y Y HEEREE o 1T 54 TDARHIR Ry WA VU > WA EDE A
HEF BT aHETEReE - PO A Rt E S (HIE SRR RS -

Papra i os s

FA Al E 2 BoEE S (HARIETREE US| Ry 2 SCE s -
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Fisk=

[EFEC¥ER - EH TR

HER IR - SElPAmEEFET > HRiE A > JI Ry 2 S
Al EHENREEE LR - EWMEGRA: -

vmbj 03xud
ej03xu3admin
lu3ru4lp3
11394su3
j13cp3gj94
1132k7
audad3
j132k7auda83
Run timc 8ms
1()1‘11

cnd *

Process returned 0 (0x0) execution time : 0.954 s
Press any key to continue.

(B =41 J5A=Et

Fh_ElE - AP PRI - B — R BRSSO ME g Az T B EH
SRR T - NIEE > FAPIRE A iE B e B A 5 SR 5 =K

JiE=4857 £ 100 57
RN B B IEHE -

(=) =HEAZ R

733 ik HiE=
tE#R SXERFER FEETE AEEITR
iz FEaPXERT MEIEET mMEEIEET

Al E P —3m

ABEHIREE
HE
wma 9245 987 007

(B =N) =AM
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(=) TEE SUEHELEER T

ej03xu3admin
mdut4udj4
mdutdudj4lu
123batu456

Uc@Ydulu4j4*
jobrupd
jachu456
elauds56
yjo41x84rul
kukurigu456
peru456433
liceuds6
sgej03xu3
anami loveud 56
niu4s56
kiu456
aku456
plm213g4
dadoud56
amu4 56
vul ru8rup4
sadu456mana
time: 10392ms

Process returned 0 (0x0) execution time : 10.911 s
Press any key to continue.

(B =) EERSITA—EH

mr141293

K24121944
1¢346044297

a070186

§iculkn204
andyaditanto87654321
ramiritol969
yeslewfireman193brigade
pat044

loucos070693
dydndydn103

br120193

1ydxJvot0613
Iloveyoul93
doug7877

godjesus

Run time: 33516ms

Process returned 0 (0x0) execution time : 34.023 s
Press any key to continue.

(B =A/0) BB A E

WA EERR > BefPm] DASEER U774 — Pk LAY S i R BH BRI EE 7R e LAY
b IEFT R IALE IR Ry (E VL RER B 3R AIR(ERE R H CRIATEOE
R > A R R g MR TS - A EHIIA - ST — TR R A R
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HEEAREEE RS > SRS ARIEES BRI g9y RS S Wit
e A DS HIHTER SR

v1030670
Vkont453stasson
vknt404
vk1159753

vk fk486
vk7u6547
vk4k3mpoo

\l\nlh 59753

\4] ] uk%‘)( 961
di

1304

v]

Process returned 0 (0x0)  execution time : 68.659 s
Press any key to continue.

(E=AJ1) EERSTA =g

BATRFE B AR R - S8R A= A LY SR A D HEMIATAE
TER R 208 T 47 2% (B PR OFAYRA (5 ot EEFRTRI DARIE » J5A =Pl E RS SO
HEECA 3315 4 - RIS RE(EFIERAY 0.3% -

BAHEEZE T P ryEes - S53A —Smiie A B A - thaEk - IR(F7E
github Fff F&EkAY 000webhost HY 2B EORIE B » 75 558 —4H 288 2 ej03xuladmin
000webhost J2&—{[& 1] DA (5 A 72 6 B 2R e R Jm A uih iy — I 48k » 145 —4H & WL TP A
SRS A AR TS > Bl BB AT EFTAHRL > TR 7555 0 BHEHY

"ej03xu3 y HYERSY o EHARHFSOE TEE 0 REIAYIESC Tadmin o AEHOCEHE

YRR -

friE—HEHRT - FMWEHIEE T AR ATRIRA At - ME#
R IA N EH IR E RS o a0 - Tl ESISR T S8 — S
"vm6jodxud | o IE—AHEESEHA N OO —E AR HEHIERE T tREIL

— B SR R R AR
B pidr P BB B e - Bt - FMYeH PP th AR HY 35
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R E BRI MV AER TR T » EEF TR RES T
T B (E R R RS A MER o

12345678
Improvements:
numerical order

123456
Improvements:
too short
wumerical order

zxcvbn
Improvements:
too short
keyboard order

abcdefg
Improvements:

too short
alphabetical order

(E=+) MEAfd

B/ MEZA] DHIE R A R SR IER ~ FRHER - N A ENE H¥E
FIELES > BTEL » PR E T zxevon AVRR S TRE LA -

PR ol A B R AT IR LR
| el - token>H AT - Hl

reversed—> 7 [a] &)

EAE sequence>#ifE

b5 repeat-> &
keyboard > F i 1
| date> FI

bruteforce> % /)

match

| B AER PRI A BT RE  FTh
AR FHE

" / 4« 52 Fslenovo000 - [fijlenovorE
mAe A AH 100 (HE4100) -
e 100 -

RasH & S DVIE HIE

(& =-—) zxcvbn FENZEHE
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j132k7audad3 Length 12 Entropy bits=53.298 logl0=16.044 Multi-word extra bits=11.5

. Bruteforce Length 1
: Dictionary yth 1
. Bruteforce 3
. Dict+Leet .ength 2 Entropy
. Bruteforce Length 1
. Dict+leet Length 1
. Dictionary Length 1
>: Dict+leet Length 2

Ent ropy
Ent ropy
Ent ropy

Ent ropy
Ent ropy
Ent ropy
Ent ropy

dlLUldIlUﬂ Time 0.41ms

ag4gp. Length 8 Entropy bits=32.624 10g10=9.821 Multi-word extra bits=4.5
3

A:‘RrulcYurcc .eng 1 Entropy 5.170 (1.56
1

: Dictionary ) 1 Entropy

.000 (0.30

: Dict+Leet .ength 4 Entropy 11.614 (3.5
. Bruteforce Length 2 Entropy 10.340 (3.
Calculation Time 0.13ms

Pass ji394su3  Length 8 Entropy bits=27.981 logl0=8.423 Multi-word extra bits=4.5
Score: 3
Type:
Type:
Type:
Type:

3

Bruteforce 1 Entropy 170 (1.56) j
Dictionary 1 Entropy ] 00 )(U 30) i
Dict+Leet J 3 Entropy 8.704 (2.62) 394
Dict+Leet Length 3 Entropy 8.607 (2.59) su3

Jculation Time 0.09ms

llx’k/au4w\\

li’

[
. User+Leet Length 3 Entropy
[

. Usert+leet Length 3 Entropy

Type:

Type:

Type:

Type:
Calc
ii\Qi\u\
Pa\\ ji3
+ 3

: Bruteforce Length
: Dictionary Length

2k7auda83 Length 12 nt ropy g1( : Multi-word extra bits=4.5
User+Leet Length 3 Entropy 11.3€

Jser+leet Length 3 Entropy

B DO B LI

2.438ms
g4gp6  Length 8 Entropy bits=29.846 1og10=8.984 Multi-word extra bits=4.5

Bruteforce Length 1 Entropy 5.170 (1.56
Dictionary Length 1 Entropy 1.000 (0.30
Dict+Leet Length 3 Entropy 8.119 (2.
User+Leet Length 3 Entropy 11.057 (3.2
ulation Time 1.52ms

394su3  Length 8 Entropy bits=27.981 logl0=8.423 Multi-word extra bits=4.5

Entropy 5.170 (1.56) j
Entropy 1.000 (0.30) i

1
1

: Dict+leet Length 3 Entropy 8.704 (2.6
‘\

: Dict+Leet Length -

Calc

Entropy 8.607
ulation Time 1.64ms

(E=+=) AFZHEEE T zxcvbn it

WEFT~ - BAE ARIZE £y ji32kTauda83 @ MR F S ETHEER S » &F
"i3, > T2k75 ~ Taud, DUR Ta83 ) EVU(EETT o MEEREURH AV AL
HETEH TS A ESET -

PrIECZ SN > BT R] LEFIEIAE R EEE R 2% > ji32kTauda83 HYHHHIEREE
TeJFSEHY 53.208 [ 2 41.433 > JEMIEL (KEHT logn) {EJFSEHY 16.044 [ 12.472
It FMTRTDAHEEE I A E S SRR Z1% > AT LUREE S SCHYR IR -
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BFEBREA R A+ EE - HEalhA A DU E A=A B SR T a2 4L

CLEAIRE S - R R EAEE = IAGE R LT -
vmb6jo3xud ej03xudadmin lu3ru41p3 71394su3

TR Crasrd 357 3457 257 377 453
77 )

il 9.058 9.072 7.658 8.423 10.716
(log10)

ISR 30.091 32.229 25.440 27.981 35.599
vay: =3 vmb CEE ) ej03 CEF) 13 CEH) i (&) i3 CFEE)
SrHe2 jo3 (leet) xu3 CGEE) w4 CEF) i (BHD cp3 CEH)
i3 xu4 CEE)  admin (EAH) 1p3 CEH) 394 (leet) 294 CEF)
oAy =21 su3 (leet)

E;j03xudadmin 1U3ru41p3 J1394su3 J13cp3gj94

78 (asra 353 457 250 B 457
o7
FEM 9.359 10.003 7.658 8.659 11.017

(log10)

SRS 31.091 33.229 25.440 28.765 36.599
sragl Vm6 CF&)  E3 C¥E) 103 CEE) J (&) I3 OFE)
Iy HeD jo3 (leet) xud CGEE) w4 CEF) i (BRD cp3 CEFE)
4y s xud CFF)  admin (FEH)  1p3 CEF) 394 (leet) g4 CFF)
4y su3 (leet)

MANIAE S EERIERAY zxevbn BHIEE SCHISAENE © 3.2 47

(E =+ FAEIMAESERERZ 2xevbn BHIEE SU#HHE

ﬁ%ﬁl (ﬁﬁﬂﬁ) 4 ﬁ

R (logl0)  20.599 26

RS 68.428 86.371

SR — aip (¥ FHZHS) xnZ (F&77)
oy dxZ (§#%) tfv (S8)

oy VU3 GEZ) wU (71)

Pay L' ay (Z77) mw (&)
Pay:al u5 (leet) s6Q8U (&&77)
PaN: 7N WE (¥ F#H5)

Vay: amt

ay VAN

23.975

79.644

6dF (F&17)

ni CEFAEE)
9dg (#17)

erf (§E4%)

8 (#1)

biZ (%)

24

26.886
89.313

Lv96yJHxcn9h9Tw
(#11)

22.671

75.310

8 (FJ7)

ZaQ (i)

HX (#£77)

Hud (¥ F#5)
b3 (leet)

K (%5)

he CH FHES)
8 (%)



EH 5 2YQAEksXriJU9ge d37CNAgY11k3HvQ qYUaewDSSQCJRLF JCLchdQKzGKQAG 31 wRJAQJbé)(}WFZ

oy Clisydsr) 443

R (logl0)  24.753 20. 665 24 788 25 883 24 431
Gealiiakdicy 82.228 68.647 82.343 85.980 81.157

Sy — 2YQ (F17) d3 (leet) QYU (F&h) 3Lw (leet)
SrRE AEks (BER&IS)  ZC (&) a (ERZEE) JCLcTqdQKzZGK — RiAaghb (#77)
= Xr (#41) NAgY (HH#%EE)  ew (HEF#E) (F97) 6iG GEZ)
by 1] U (853) il CHF#IE+E%E)  D8SQCIRLE (#77) WE2 &)
Pay:hal 9ge (leet) k (#17)

TSN 3H (leet)

SoE V0 (B37) 9AG (leet)

bay:-JAN

FIRNIAE B CLBIERAY zxevbn BHITARE IR 1 4 593

(B=+7) FMATCIAE S LB zxevbn ERTEETS CRIFRER/NE)

1 S
538 Craordsy) 453 3.157
Mg (log10) 24.0651 9.1623
SR 79.9421 30.6424

(B =475) MIAGES ST zxevbn 2735 ORI BLS& 2R B

1 SRS (A TSRS (12)
538 Caorasy) 3.857 3.157
Mg (log10) 11.8645 9.1623
SR 39.4135 30.6424

(E="11t) SERTRA zxcvbn BN B SCEREELEL

| SRS (A SRS (12)
538 CGaorasy) 453 453
Mg (log10) 24.3609 24.0651
SRR 80.9249 79.9421

(E=-F/0) @& zxevbn BRIFRFHHELEL

A E=RATLIAE - I ES TR R &I AT SC# - R H SCESATEE
THEE BN AOE B SRR KLY 1000 5 (R H logo TS 2 80k 3) » 1258
FHSHIE Y > HIEAZN 10 (R 1) - NI > I DARE > B 57AREA]
DR Uitz > (Bt A e BHMIE B U mA R HIGE R -

EMAEECEHFR 2% - PTEESR—PEBNERE - e %1
SCEHETE R A 2 % g B PP FHEARVAE A LRI [E] o ARG R R o &K
TERAFFE4E zxevbn BEE T AR > B EREESERIRY » Fs > zxevbn B —1{E#

25



# > B EE T AR AN TR I &R - STEE LA ERH & AR Y
JEME - NIE > FATHFIER zxevbn HIEREAF MR HHREIAVE R E N B e EE R
P E B ISR T E B AR IR ) - B0 - B A i3gdep6 (FZ1H) YRR -
HEVEE T > T34l DU Tep6, o HTEHARVERHEZE "i3, ~ Ted) P

"op6 e

|

=~ SERFEHY B I

ZHITE YGRS SRS SCEIENZ SNSRI S - SFIRAE 2~3 Y5
& BRI Ry A o Rt - B E S (M BB N S SR A A
IRt FAS FIHYSRE 4R - [FIRFERDR S #ER | This is a Zhuyin password. Add a
few words to make it longer and stronger. ; 755 A DAFERE (S FH & i Firase 2 B &8 Ry ) 32 5L
W - AR ECE R SO A BRI A S AR At Y A B SR B 5
(TSR RENSIE) - SO HE T LUESOAS » SRRV ERE A
FEE AT -

BRI S
R PRI (loglo) | STErRsE
au4as3 i 6 5.255 0
1u3ru41p3 gL 9 7.658 1
ji32k7au4a83 BRI 12 12.472 2

(B =-1T1) T U R R

DI BB PRT 3R R AT 72,

(B ) &Y zxevbn 58 FIET T2
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B EBERITA T8 - IS RIEIE Rk » MEFHE PR —H > HEWR
&R 6 0 SRR fHE FYRI(E 50 - KHIEL - 5REE R 0 - S S L HE
BE logo HYE T > IUHEEE(ETS -

LUN R TR

ej03xu3admin
Pass C]U\\U\tJmln Length 12 Entropy 111\ 32.229 10g10=9.702 Multi-word extra bits=2.8
User+Leet Length 4 Entropy 10.103 c10
. User+leet Length 3 Entropy .886 (2.98) xu3
Type: Dictionary Length 5 Entropy 9.490 (2.86) admin
Calculation Time 4.85ms

Score: 2

This is a zhuyin password. Add a few words to make it longer and stronger

lu3rudip3
Pass lu3ru4lp3 Length 9 Entropy bits=25.440 logl0=7.658 Multi-word extra bits=2.8
Type: User+Leet Length 3 Entropy ) (1.62) IU\
Type: User+leet Length 3 Entropy 1 18) rud
Type: User+leet Length 3 Entropy 6.728 (2.03) Ipﬂ
Calculation Time 0.78ms
Score: 1
This is a zhuyin password. Add a few words to make it longer and stronger.

([EVU+—) B EGRERY zxevbn By 45 R

DUN Ry S A B B IR Y RS,

S Glissass) sy 155

Mg (log10) 24.0651 24.0651
S 79.9421 79.9421

(EPU+—) FEEgGRERT zxevbn BHIBEETELLEAE R

oy Giordsy) 3.1%y 2.15%
 JHAIE (log10) 9.1623 9.1623
A R 30.6424 30.6424

(EH+=) HEEGRERY zxevbn BURE B SR ELIESE R

H ERIR AT LIRS - (A S SR R A R S SRS e AR T e i5HY
JiiH > RUREE log BHVIEHIEORN 20 - FrLGEA g2 & > L > WIS EE—
{16 5 AR Y T AR AT DA B SO SR [ R R L o Al B Fra B Y S
A ZEE M > A SR E IS B URHY SRR - KRS HAY -
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g - HAIE

Fo S T ARILE BRI T SCEMEIE R (] > BAPIERTIEI R SRR AT P AT RAY S S
G > BEALEY 25 sHE BT AT - DU RAEMIAE R EEE R LU S EGREHY zxevbn
BAE LS HY EL A R

HH T SCER (CRESD) AT CES (B0
5y Crasr453) 39050 1457

JMIEL (log10) 1255 8.55

SR 41.01 28.339

CHEPY+0U) AOAGER LR R R E AT B SIS AT R bR

AL EFARFAT AT LIRS - AERMIAE T PR32 R o DA R 2 2 S Y 7 8 Ry

372 57 > B EREEEEL o MAEIAE S EER R L FORERI T8 1.4 77 0 &
PR gg R - PN REE N Foat 2 NAERE S5 - (2 &R —(E e PRy
slREmA 0 MEEEDES » (EERFENEE CERAgEIES 78 gk -

e REESHR
(—)  EERRPLLAR

T
R

(ms)

400
300
200

100

1000 2000 3000 4000 5000 6000 7000

8000
R (&)

(EIU+7) A EESEATERE
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1 vm6jo3xud 123123123 aaaaaa lol1234 123qwel23
2 ej03xu3admin  azerty haha123 asdasd lizard123

3 1u3rudip3 123qwe 1234567890 1q2w3edr 1gazxsw2

4 ji394su3 hallo123 Passwordl  acUn3tlx lololol

5 ji3cp3gj94 lizardsquad swagl23 abcdefg Lizard

6 ji32k7 qwerty123 lol123321 lol123456 boobs

7 auda83 qwertyuiop penis gwegqweqwe lizardstresser
8 ji32k7aud4a83  g00dPaSSwOrD qwel23 swagswag liverpool123
.9 123456 nigger123 herpderp123 1g2w3e faggot

10 lol123 lollol 123321 fuckyoul23 1g2w3edr5t
11 123456789 Password123  admin qwertl23 ed.fisica

12 12345 123qweasd abcd1234 fuckoff 654321

13 test123 testtest asdasdasd qwertyl asdfghjkl

14 password123  nigger lqaz2wsx 1234qwer football

15 123123 lizard nascar48 niggers 12341234
16 passwordl 12345678 asdf1234 fucku nick1234

.17 abc123 azertyl23 poopl23 test1234 lolol

18 qwerty yoloswag pokemon pass123 pussy

19 exedra345 1234567 azertyuiop hahaha aaabbbcce
20 penguinjoanne lol12345 hello blablabla hola123
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