052502
ERANEMBFN—1p RFD AR R

ER A2 3y

s;r»%a- & = :%_/‘%%EH"%’ 2 IT AR

f%dﬂz . i W EF
B = AT % Fric

Mg D BAAR Y P RF T RIS WERY




FRES

Bt TR 2AL: PR A A rNLPIE 4

FARE2EAIFELTE R A LR TUIHE - TAL 2 EEAP RS
,l\/( % f% # 'gi }?ef(: r'ﬁ_:é‘ ::ﬁ ’ I'T'] A a ;af'f;%\‘ :@Z\ 3\ fPE;T’J P:”—i— "ﬁ E"f‘,)] ’?lj o J‘ —jtl ‘:? *3‘—_1]'&(’
z i E

B Fl o AT AE 2o 4 1T E IS #4E ftfﬂﬁ é*ﬁﬁﬁﬁp
1o p i F R FRT BRSO e = LA FEFNE LA  HiE- B

—

£
PER > Aend BRE AT R* pART T I FERERLARS ) o 'E’w“‘f B
fwﬁﬁﬁéﬁﬁﬁﬂﬂ%ﬂ%?ﬁﬁ?ﬁ-’?%ﬂa@%uiﬁf°’Pwr\“%

A N E i A QBRI RS EA L A AR E R RS A Ak
n%,%kﬁﬁwﬁagm;@o

%E,’_?f. Bﬁf’ﬁ s "ﬁ:‘ },’&’-&rr—ﬁ m% T_ 0 T’ ’531”5?]”1"—;\. T‘%ﬁﬁi‘ﬂ R EFF" Kﬁc; ﬁ,{
RERIT s ZFR? TRl VAR AT E AHRECK
*X‘mf\?(@’lfi?ip%"

‘«“—‘3}&

s

\;‘, \\\?{r

¥
-

o

S LB FeniB AR o AGF A B TR EEEY R E
TR ARENLY A R OEREFAY

EHIRHAERE- BPEABROE LTI P EAPTLEF % o 563
ERRME SR RARPT - BB Y B o Pr A kA PRES ppl
BBV platy o s L aa



I

|

EEERNEmER—
NEAESRESREEERE 2R

mutihot ABFER
) A
PHANESED

“mov eaxebx”  “mov”

1

vestor

Asmebor HUET K A Emaasain BUA K

() fastText (%) MESR (BERT)
e BB RL  RANUTE-HEDY . A RERERERE A B

ii %g

——
x8
A anReA 2 208 »

-
feém
052502




RS

AFE BT B 2RE SRR RO - T R R VA - S B RCE R
1THE » BTSRRI B LU TR - (SRR AR G aB SRR R oA - BllISRsEAY
DU 7y BMERIEERER o HFEELEGEa A ~ Fpyilfal - fastText LK AE n-gram BAEAUHY
s MR SR B A DL R -

W45 SR - s SRR DL ] multi-hot 4mHEZRIR i - FEYIIEAIA (i B 4mHEHY
Transformer encoder FIRAL(E ° fEA[F] n-gram AYLLER » 2-gram Fa/ L3RS Bl B2 =0T

99.6%HY Fl-score » H AWHZTHY R B RERER G > A AHLIHSE

CAN:IE

PEE AR Has i - SR G EMO R AEE R AR —H 7 - 781 - 2 R AS B IGIG
7 2 T R E IR E AR - BRI R E AR ERAVEL - NEE N EE
BEE - FRLERENL - B A RS S SRR S DUR R R B R 24 4 - 412017
R 2RIV 25 WannaCry - {55288 150 {EEIS - AR BREHEFRTTHviES. - Rt
WA R R BRI E T-B - 2R A m] sk — &by

AP B B R BB LSRR B TR ERE ALY - HREEEA G e
& HEFE R EAR IS TR AR DT LK - B A\ TR
R - AT EITERAE G AL RETIRS - HECREN T EEES -

WA AREE S R B A (Natural Language Processing, NLP) #R3#kRZ 2 > Rahali B
Akhloufi (2021) {#FHRE=CR4AHE - 4565 KAY NLP 541 BERT - ¥f Android Ay SR ZVETT
R e Lu (2019) Hil{E AREZ Y opcode » 454 LSTM (Long Short-Term Memory, RHiHIZC1H)
HETTE RG]  TEATTTH - R R TS A ) TAZ R 4R R » 15 AR = AVAH
Gefs > WHEBESCR » BRI B 2GE S RERTE (FRE AL » T E BRI E
% DUN BRI Z 9 HEY -
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[FIHY n-gram E{EIERY - EEEEA[E] n-gram B EE R G E -

it {58 FH B 2858 S i BT - BRG] Z B SEELRE -

B WEaAA R

1EE R} © MalwareBazaar

MalwareBazaar /277 2 # B A AR LERIER - Z4g0hA APL Al (i A& A
R A N ECEEREAERA o i ARG S B AR T kAT 1000 {E L {H#
CEAREURA > NI E RS EERE AR A AR -

D EEAIEERS o FCS - Intel Core i5 o

Radare2
Radare2 J& HI A 2 [m] TAZAY S FIHES - & S EETTRFRE 04T & RAVRRRE AT
THA Radare2 ~ Ghidra ~ IDA pro S5 - TR T ARHEESE S HEEH GBS
ZAHERIHRES N B et FIHE BA R ARsEAY RS - B ST A B FE 7 (B A =0 E R o
AHHFE (A Radare2 53 AT EEAR S » I H I TR AHEE -
fastText (A4 © 0.9.2)
fastText (Joulin, Grave, Bojanowski & Mikolov, 2016) & Facebook B sl =JE »
SRR R BT SRS DR S S ) B 55 NGB S R B (755 - fastText AYREAIZLRE
BT Word2Vec (1] CBOW » {H 12 fastText £ T 41F% i Softmax (Hierarchical Softmax)

PR EALTT7A - (ERFIR Rtk amike i AR 4 -



(=) TensorFlow (FliA : 2.9.2) ~ Keras (A4S © 2.9.0)
TensorFlow 2322 EHYBAJF I » thH Google fRALAVNEALA % 1dfE
RILUR T B ] PR 252 - 11T Keras HIJZ 174 Tensorflow 2 ERYZEEEE APT
FEALF SN 07E TR BT B S S A
(’9) Python 3.9.7
Python J&—k A 5T B (S FIAVAR AEE = - ATAZEE Python {F Ry o3 iiil A~
AR DL RS E R RGE S - SEHEIIRABRARNT -
1. Requests (FiA : 2.28.1)

Requests /& I 723 26 HTTP FFOKHYEMF - A JL{EH Requests [d]
MalwareBazaar (FZF2E0RHE )Y API 3% HTTP POST 55K » #E iz
AYEDRL » I T AR Y EREAE -

2. Pyzipper (A4 * 0.3.6)

R B2 4 VERIIRZE > {¢ MalwareBazaar [ 8k B S AHELTA AES

&N BRLERE - 1 Pyzipper FIARM#ER4E -
3. Numpy (fA : 1.23.5)

Numpy /& Python HYEERER T B, » AHFFE FHOAERAVER -
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MalwareBazaar HgE T #kf5 EMVEEE LELESR - FF2A EEE Y sha256
¥t % {E (hash value) A" #E [A] MalwareBazaar 2§ 1% [ & 35 oK - A DL 225k [A)
MalwareBazaar [ API #§3% HTTP POST 3K - B ERIET exe HEEERAMNE
) o % MalwareBazaar 3t &[0|fEEEREAAYER] - A2 EEREAAVFERHE -
FEAE PRI S - BEE [EIIE 3628 HTTP POST #%3K44 MalwareBazaar [ APL - 28
FEN BT sha256 ¥ {H » 1545 MalwareBazaar 5t & [0 & B2 TV BR4A
fi& -

(K By MalwareBazaar — ¢ A Query FiT L (#1000 {EEEERE - ATLUARTSE
AR - 12t BREEREEE - ER8 REEEERES - & 3-2 240
5t [r] MalwareBazaar 553K N B2 AV RER

Query 831 1000 1 EEH exe EEBEE

1000 1& exe EE=IZNAIE R (sha256 - reporter...) I'

MalwareBazaar

#1000 & R &K (2 B=8 =2/ sha256)

1000 {8 exe BERIIRIEHEIE l'

MalwareBazaar

3-2 : [a] MalwareBazaar 55K T &S B UREE]

(=) RAHEERITHE
ERHMTIE BRI - 7 N RS AR THE - F9E3E Jei2 B 5t Ghidra ~ angr 55
FFRRIT T T E < (H[A By Ghidra {1 H Java #8%5 ~ angr $h{TEREEINE » 744 EEE Radare2
EREZESHIEA -
Radare2 "] FIFARFRE T > W8T THE » SAHEEBTIE NAYLRE - INEERSE &
{5 FH Radare2 $2{/Lfy Python API #E{TZ4HEE - TR ST ERATRE O AHE R =y il
TR - I H AR SRS BB I E R — R A -



3-3 BB TIEGRA T REZE > ML HAAEATHE © IECaCiEReL

B e sES > dasEsEe -

/ 1935: int main (int argc, char **argv, char **envp);

| 0x00402e61 55 push ebp

| 0x00402e62 8d6c2498 lea ebp, [esp - 0x68]

| 0x00402e66 8lec50010000 sub esp, 0x150

| 0x00402e6¢ c78568ffffff. mov dword [ebp - ©x98], ©0x1154968f
| 0x00402e76 c745bc5d0996. mov dword [ebp - ©x44], 0x1696095d
| 0x00402e7d c745e0f9f5e5. mov dword [ebp - ©x20], ©x24e5f5f9
| 0x00402e84 c745f4091458. mov dword [ebp - @xc], ©x4581409

| 0x00402e8b c78570ffffff. mov dword [ebp - ©x90], ©x47b7ea83
| 0x00402e95 c78538ffffff. mov dword [ebp - ©@xc8], @x60ad7459
| 0x00402e9f c7453071137d. mov dword [ebp + ©0x30], 0x477d1371
| 0x00402eab c745a04e65ba. mov dword [ebp - ©x60], ©x78ba654e
| 0x00402ead Cc745185b8524. mov dword [ebp + ©x18], ©x4424855b
| 0x00402eb4 c78540ffffff. mov dword [ebp - @xc@], @x287a235f
| 0x00402¢ebe c745e810b644. mov dword [ebp - ©x18], ©xb44b610
| 0x00402ec5 c745a83a26c7. mov dword [ebp - ©x58], @x2ac7263a
| 0x00402ecc Cc745201c88b9. mov dword [ebp + ©x20], ©x30b9881c
| 0x00402ed3 c78534ffffff. mov dword [ebp - ©xcc], ©x3159374b
| 0x00402edd c745641540dc. mov dword [ebp + Ox64], ©0x8dc4015
| 0x00402ee4 c745cc226868. mov dword [ebp - ©x34], 0x66686822

3-3 ¢ NAHER TIEAE RV SCF AR

(=) AR S AHERAE R
o T EREP BRI CA Sy BB E A IR RN AR RGeS

{ThaH -

AU TIEMIEAN Radare2 J34f > B2 T HZARHIGE RA T & —(E I H HIERTT

& - WIEEESELL Radare2 5347 - (BEERIZA—% - H RIEREAESTER AL

R IERRAIRE » BT R MBI TIE R HER R T TRV NI e M E R

LRTRER -

WlE 3-4 F—{E TRV THE - ERTEOE 5017 > AN 2 —(EIEEHI#
TTHEREZ AR AN - [ 3-5 SuateiTiE SAHERHY SCF IR AT TH (ORBY 10000 17
AT ) - (& 3-6 20 3-5 th/NGY 100 FTHYEEAHES Sy - MisREIT A LIEE] - K
&Y 50 I TR BE LA SRRV Y IR - 1 LB IR EE M 50 THYSC RS
RILFREZEANE 3-4) » SERMAVHER DT RBAVIES - AT R E DR E &
RMAREUREEE > B S U REEITEA 2] 50 ITRYIITEESR -

Vi



[rdil,
[rdi]l,
[rdi],
[rdi],
[rdil,
[rdi]l,
[rdi],
[rdil,
[rdil,
rabs eax, dword [Bxf3881bff3R8CcEfad]
) rdi
aafe
b

3-4 ¢ AHERR A TAE

Line count of file in dataset (<10000 lines) Line count of file in dataset (<100 lines)
— line count of file — line count of file
4000 400
3000 300
; ;
5 2000 E 200
1000 100
_ —~ il
0 0
0 2000 4000 €000 8000 10000 D 25 50 75 100 125 150 175 200
line count line count

35 /R 10000 FFAIR ARSI TR 1B 36 1 /IR 100 FFI9 R ATSREE B TR

FEEESET HERET




PR AR EEERE TSR A0 - FrANVECIRRR (I E « BB sz - BT 4RS
B —HY token - R Ryst Al 2t AHERER P AR B » M ECIR A B R [ A s RS ey
I8 FEREESTIFIVECIERAIE - ALz (A fon.008e9e34) HZ 41
s an LR AT - BRI Ry o Y B R T AR AL strip BRER - FTDL—LERFSR AR
I I B Ay B AR AU — IR B B K BT LA P ER R e B — £ token

[l 3-7 R PR ATHY S A ERAS SRS A S TE] 3-8 RIE R H R A S 4H s A SRS
% > A LB FHTHEHA Y newline » MECIRAG (L B HEHRK address » 15 LA 217
iSRS

17: fcn.008e9e34 (int32_t arg_sh);
; arg int32_t arg_4h @ esp+ox4
0x008e9e34 c7442404bdef. mov dword [arg_4h], @xl6a3efba
0x008e9e3c 8d642404 lea esp, [arg_4h]
0x008e9e40 e842de4boo call fcn.eeda7c87
47: fcn.@e904a54 ();
0x00904a54 C€7442400620a. mov dword [esp], ©xb3770a62

/ fcn_num newline mov dword address number newline lea esp address newline call
|
|
|
\
/
|
| 0x00904a5c e89d220c00 call fcn.e@9cécfe
|
|
|
|
|
|
|
|
|
|
|
|
|

fcn_num newline fcn_num newline mov dword address number newline call fcn_num
newline sti newline je address newline xor eax ecx newline pushal newline
fnstenv address newline movsb byte es:address newline inc edx newline sar al
number newline dec esi newline mov ah number newline add al number newline dec
edi newline retf number newline push ecx newline mov bh number newline push
number newline and ebx ecx newline xor dword address edi newline inc esp newline
int3 newline fcn_num newline push number newline mov dword address number
newline lea esp address newline call fcn_num newline in al number newline aam
number newline 1jmp number newline fcn_num newline pop esp newline int3 newline
fcn_num newline call fcn_num newline jmp address newline fcn_num newline wait
newline push es newline leave newline mov dl number newline xor byte address bh
newline fcn_num newline sti newline adc eax number newline lea edi address
newline or dword address ecx newline or bl ah newline push ss newline outsb dx
byte address newline adc ecx dword address newline add al byte address newline
mov edx ebx newline sahf newline lea ecx address newline jecxz address newline
pop eax newline scasd eax dword es:address newline jecxz address newline push
edi newline jmp address newline xor eax number newline call number newline movsd
dword es:address newline mov dl number newline mov esp dword address newline
push ebp newline retf number newline sbb eax number newline test eax number
newline je address newline mov byte address ah newline scasd eax dword

0x00904a61 b sti
0x00904a62 7424 je 0x904a88
0x00904a64 £331c8 Xor eax, ecx
0x00904a67 60 pushal
0x00904a68 d936 fnstenv [esi]
0x00904a6a a4 movsb byte es:[edi], byte [esi]
0x00904a6b 42 inc edx
0x00904a6¢C cof836 sar al, Ox36
0x00904a6f 4e dec esi
0x00904a70 b41b mov ah, @xlb
0x00904a72 049a add al, ox9a
0x00904a74 4f dec edi
0x00904a75 ca85b2 retf 0xb285

[l 3-7 R AT SRS R U R [l 3-8 : PRI E YSRGS R ST SR

% 3-1 Z PR/ NS 50 fTHY TR SRR - I H &OB A B B RHE B B 4RET - H
NSRBI R ER S A B BRI RRAY -

% 3-1 ° AR FIREL A Y B R Rt

GlIESE=vah A Eh

BEMER 2,061 515 2,576

SRR 5,674 515 6,189

A 7,735 1,030 8,765




= - [ I RR AR O AT S A

(—)

TR TR
SR Keras 35at K a6k B 2R50 = PR EEEAURS > 52 (F Google Colaboratory
ST > R
1. Google Colaboratory 2 (R ft# - Nk T IRBERIEMAEB AR/ NS RIRA - HE
PR S R RI TR R BN R - N IHERSNE A - LLUT 2 Google Colaboratory FREAS
ALE -
CPU : Intel(R) Xeon(R) CPU @ 2.20GHz ~ GPU : Nvidia Tesla T4 - RAM : 12GiB
2. Google Colaboratory o] LA E $#(s Ff] Tensorflow F1 Keras S5 i pe e £ » fFE%H
Yz -
3. Google Colaboratory ] LLF1 Google E ittt 77 &) » ERME{EIIE Google Eliihif
Rk BT DA BRI Ao 22 (AR R (2 3-9)
BEAN AELUTATA S keras (9 F 2850 = PRI 1> 258 F T ModelCheckpoint
iy callback » #2345k 282 H S AFAREAITE T2k » G FHRZ AR TR -

from google.colab import drive
drive.mount('/content/gdrive"')

Mounted at /content/gdrive

3-9 : Google Colaboratory {77 %5

S8 > AHFE(HE ] fastText BRFAYFE B TERETEE AL Ubuntu &0mbE(T - N/
(R P& ARAET T fastText 5ISRE(E A Python fEAHTR - FTLUARBHTEEE FEE n A o B 3-
10 21 Ubuntu %050 4R fastText AYEE [ » 7R Untall| Sk 7T LS I 1521051 SR Bhes -

41 learning rate °

$ ~/fastText-0.9.2/fasttext supervised -input train_words.txt -outpu
t model_unigram_epl —epoch 5 -wordNgrams 1

Read 563M words
Number of words: 727577
Number of labels: 2

Progress:

2.4% words/sec/thread: 1239620 lr: 0.097644 avg.loss: ©.996153 ETA: @h 3m 5|

3-10 @ fFE&& i)l 4f fastText o
9



(=) FALRAAY (bag-of-words)
{5 PR AR B 5 [ SR VIR PP BRI % - %6 Eo A Ry —HE token HYZH& -
A58 token FEIRVNEZRE (% > FTLAB(F _LECS ERE (Y Y R A E R 5
R LEEAN S EIRP R (7 > (B R ESERUS RV RFE0 T PAE A n-gram
RAFEN B AT E R - n-gram FRAVEEIAEEHY T AECA EERYM—ZHH n {# token-
B E n=2 5 > AJF " Tamastudent ;| FLE MR {17, “lam”, “am”, “am a”, “a”, “a
student”, “student”} - fRIEARFEHVE(FE 7% - ARG LA R AT HIFEE R4S
R
AHFEARIE H AT A FIH SRS T2 BEAF 7RI A B AR S e
ISR > 53] 2 multi-hot 45 K TF-IDF 4R o 7£38 MR > $#HEL 20000
A HER A n-gram token » {E R SCARAYER -
1. multi-hot 475
multi-hot 45 A — (&l BELAY (A B2k S SCA PRI - 34 15 B HYEHETHY
(EARFRIEFZ & LI - EZaaE s AR I > Alm 8t ER 1 &8l
50
W E(ERRCAN R BV R e E T B E > §EEEE
IVHEREARK - SERCGE RV EIE - NI & RIVEAR TR A - 2
HEHIS A R (et o L B AR DR B se] » AE AT FE T > PRA (A 20000 ([l 5
HHFRAY token o

10



LU 3-11 Ryf5ll » “The” £ “The catisblack.” ¥ » [NILAE L%t (E
gt 1 B2 “in” AR > FrPUMERZ 0 - (& 3-12 Z{E A multi-hot 45
ISAUM ER 22 AU ZERE > 7E Dense J&1&/511 T {4 0.5 Dropout Rate [y Dropout
J& o PiiidkE S (overfitting) - FE[E T A AIFFEEEIEHEECEAVEAY - Kt
SR e B A SRS o

The cat in the hat.

4 : The cat is black. {The cat is black,
The hat is black.

The cat in the hat is black

1 1 0 0 0 1 1

& 3-11 : multi-hot ZFHE T3 &

[ Input H Dense H Dropout

neuron 2/ : EOTEE
Dim: 20000 BHEX I reIu Dropout rate: 0.5 EX R SIngid

[&] 3-12 : {#F multi-hot 4R AR 2L
(ATl sk 8E © 320,033 {f)

2. TF-IDF 4t
TF-IDF (Term Frequency-Inverse Document Frequency) & — & 4% 51 75 3%
(Manning et al., 2008) » FI*ET R —{EGEER— (0 SCARRYEEARE - $RA TF-IDF
J3iE R IR RCORRF L -
TF (Term Frequency) fVEHEITHA(DATR » HAforFn, 2560t 15 3 d;
HEHERA Y » T3 BEL e mye j FILR SR d T A s B BRI A - — (e E—
T SCAH TF (B - BRAAERE (E 5E A 2 (A SR RS AR

;.4
TF; ; = — 2 — 1
ST (1)

11



IDF (Inverse Document Frequency) /25— &R V5% » 51 HE —{E5EHY IDF
WFQ)FR > e IDIESFRIEEE - {6 € dip 2 EaF GRS EC HE
THER 12 BCEEE - IS5 IDF {5 - £%1% - &% TF {E3f b IDF {8 - Bl 5 —{EGEEA
{IESZ {4y TE-IDF g -

|D|

IDF; ;=1
IR e dy)|

(2)

AHHZE R TF-IDF 4Rty B 7835 = m B AV 5ea 2518 - BLER A multi-hot
SRASHYIEAIAEIE] (R 3-12) « i —{EFTEE A E SR U AH R4S 5 400 TF-
IDF gt 4l&El 3-13 frore Hrpss 0 ST [UNK] (FUEARE BEUE AR YRHEHY token)
% 1 J0,& newline > 55 2 JT & address > B+ HHY TF-IDF {H 53 FI& 166.10194

3965.7903 DL Kz 1766.6549 o

tf.Tensor([ 166.10194 3965.7983 1766.6549 ... 0.

Q. 0. ], shape=(20000,), dtype=float32)

3-13 : &K TF-IDF 4mti1&Hy (e &

(=) FPHiER
TEFr 5 o B =2 e 25l R IR « ASERSE B T Wit » TR RIAEs
R4y R T LSTM LUK, Transformer encoder > i B one-hot K 3R A
(word embedding) WITELRIE 7= o Ky T 2l AR/ > TR R AEAY o 5 U HEE ST
A HIRT 600 {REEE{E Ryl A -

12



. [5 LSTM

LSTM 2—FR{EEE 4R 4EEE (Recurrent Neural Network, RNN) » #8577 -
—{EEARHTE R OREE 7 TP HVRF L - [B] 3-14 & —(# LSTM B Ty RElE - 15
i input gate ~ forget gate Y] » LSTM A] DAGCIRECE =AF/E memory cell HYE
i B FATE A ER

By LSTM HEE AR - Em LSTM RIJ[E]HF =5 8 1E [m DR 2 )
AR - 400G o] DATE 2 (e Y P 5 AR (2 - AR 8 B ER A4S Qe B T H NGB S I
BRI » S r AT » R — [ E—asE P avEED AU ER
A& 0 AR R iE AT Al B e iV GBS B M - RILER e H Y

LSTM -

3-14 1 LSTM E R EE]

(BEHRIAIE © Lee, 2017)

(1) one-hot i
AWTFEEE T LA one-hot §whS{1E %R LSTM #i AFYEERL > one-hot &t
I EF(ElR 25 —( one-hot [A1 &> thgt/E M &EH A —ETE 1 HErEE 0°
DRIy HEECCAR T 600 {57 - fi S350 20000 {Ef 5 tHIRAY token HETT 4R
5 (E&[UNK]) - it > — {8 e B AR A B T SO G B — (]

600x20000 {14EfH -

13



3-15 EAHTZEER one-hot §REEAYEE(] LSTM FEAUZSRE » H i fE
LSTM Jg{& i H T Dropout f&skff (- E S

. unit = : 32 i ETHEE 1
Dim: 600x20000 @Y - sigmoid Dropout rate: 0.5 =% 0B - Sigmoid

& 3-15 : {#FH one-hot 4RiEAYEEE] LSTM FHAI 22 4#

(ATElSR 2% © 5,128,513 i)

(2) #H# A (Word Embedding) 47HE

sk A e o — TR B Eal4R %Y U7 = - Bl one-hot 4RI [E] - Gk A &5 )&
BTSRRI EEREEA R ERY BN SCATE AR ER RS © SR AR A
—(EE RN R AR - TR - 3 SRR ISR — [ 100 4Ry
SR AR o EHESCARIFEE AT 600 {HE 85 » R —(E Z4HEE W0 AT R ER 1%
A BAE A & K —(E 600x100 HY5RE -

(& 3-16 JZ PR A el ik A GmbfGHT EEm LSTM fRAVZERS 54N - Al E R &
e 600 HYEEREAAHZFCA - FEHBRAEEEE (masking) HYT5 = - (H{&IH
VR LSTM g f R E ZE N A TEN  DUBHTE FAIBRAIRE -

Embedding Bi-LSTM H Dropout Output

unit 88 : 32 HAETTHE 1
BBEY - sigmoid | OPoUtrate 05 S8 : Sigmoid

3-16 © {5 Al ARiSHYEE [ LSTM U4
(ATEISR2EE ¢ 5,194,049 {H)

Dim: 600x100
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2. Transformer Encoder

Transformer J2 Google £2H(1) Seq2seq &7 » 43k encoder J decoder Wi
4o [8] 3-17 & Transformer 5z 3 “Attention Is All You Need” (Vaswani, et. al., 2017)
1 Transformer 7 & &Y encoder &5 » Hf R T multi-head #Y attention fH] -
Q0L BT AR 7571 e R AR S 8 % o Slf7 L FH 8 223889  (residual connection)
J layer normalization » #5558 K 2 DL TERA L > HRfET2EH — %Y Dense & (Feed
Forward) » FI 228 751 Hh B 20 0 e SR -

ABFFEREHL encoder HIHSSY » 1 RIEAII—E (0 < [E 3-18 2EA T
Transformer encoder HYfAAYZEME » [FSZRIER A T 5al i AL Ryl WV 4REE - AT DATE
BEHAE —BgAEE AR A © I SCHEF T AL E4RTS (Positional encoding) » £yl
AR e RN BHVE R A RIENE T a8 RN EEA A BE4REHI W E
AL Wb 2 PRS- HA R 2B B A S0 T 2UE T B R

HE > ik positional embedding 777 ©

e ™
Add & Norm _
ool Input Dim: 600
Forward
 —
Nx AT NoT Embedding { Dim: 600x100
Multi-Head
Aiention 'Transformer
t Encoder
h g ]
Positional D )
Encoding Dropout { Dropout rate: 0.5
Input h
Embedding - WETHE ;1
Output .
- BIZEER Y« Sigmoid
Inputs

3-17 : Transformer 9 encoder &4y 3-18 : {#F§ Transformer encoder HYfE I Z21%
(ZORACTE ¢ Vaswani, et al, 2017:3)  (HE(B4RTE » o2 52008 ¢ 5,664,033 (H

A EGRNS - wFIRSEE © 5,817,633 (i)
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(9) fastText 73 JEERE B
fastText A LA TEZE U E SO RERS > ] DUEFTI ERE (A3l i
[FEIEAERS o Hrp sl SR e B A SRS SRR - [FJE i m] DAz A S 4 e AR
U - fastText fy KHVRFRDE BEA LRGN G RT » BB ] DIEZA% CPU TSR -
fastText FIIERIANURA =& > 7Rl A - [ - e (AlE 3-19) - thE
RIZRREEL Word2Vec fy CBOW HAEIIH{LL > {H CBOW A _E I SORHESm A ZZEHI LT
117 fastText FRE{ESCAfERR % SCARHIIEE: -
L. EAE
fastText DURE{ESCAAYEA R A (word embedding) » Lk n-gram FE Y A EAH
IIECFIRMEOR A > FER & A DA R R ESCA R H & -

-

TTN

I
&

e e i A EE A YBR[ & - S AR EETEIE - 2 fastText fHAY
FEEENSE - K EEEIEER > SRS —ERE - (R SCRAY R REE -

i L G A SR O SRR O AR o DRI o B e i A Y [ B R T
softmax JEHH o fastText ERHAYEFEE softmax » FEpHE{THE RS (Huffman
tree) YT EARERIEAAA] - & — (&I LBy E R - A SRS 14 B AR & Lhisd -
RIS B AT AR AR R L ds - 200EPS 8 softmax RESIARCRIVET Bl HATHR
T3 B IR fastText HYFIGR S tfEam 2R ELE R IR 2 — -

output

A

hidden

o J L2 |- [N [ow |

3-19 : fastText fAEUZEHE

(ERJE © Joulin, et. al., 2016: 2)
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Vg~ Dl g p e i AR =0

Tt

T9e 5 st (o [ i 4C 4888 (Graph Neural Network) #E{TREEERPET - (EEE
{SE A TRE Y=L & (Call Graph) 1 FylElHisS4pS E B A - 3% E0YE 2 ok =Ry
NUAIRR (% - ETES R ERATEZ VA AR S - Bl AES AR - H48
fastText E2E5E R A - 1 Fofiilh LA & o ST R IE FiB > sl ALE R
B HASE B AR AT DU T TR A ST, o ] 4-18 {5 P o e e 1 i e £ 7 [ e 4
GErEERENRER > o errrilE S SRR R E -

Y

fastText

. -
fen 00307600 f—
e —ry = preverp———
it
:
=

R YNEIE | = 1 01 [
4-18  LLpgy U L e A1 T [ e S s A R R

Wr5e& E1E Graph Convolutional Network (GCN) DAz Deep Graph Convolutional
Neural Network (Zhang, 2018) » ZFF i E 1Lk 22 =07 M E A » Bk BIEE=E
R e AT PRGN SRR R AR 4-5 -

[ AR AR e A A R AR A SR R T RE R R R N ST P B (R Y R AR 4 R -
A SRS EEE I/ NA 100,000 - LEAWTTE 2 B 28GE S AR/ D L Al g g i A2 5]

AR E TR -

T~ R4S B R RS AR B

Accuracy Precision Recall F1-score

GCN

50%

50%

100%

66.6%

DGCNN

50%

50%

100%

66.6%
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- BrEfEIR

EAMRTAER S - & 7R CHE - EEENTTRKERE - EILERERER
(Accuracy) ~ #5HfE# (Precision) ~ H[H[% (Recall) ~ PLK Fl-score » DL EFEHRIVER A H I
e AFERE (Powers, 2011) - ttiE s AR P ATA AT RERVIE L (AR 3-2) - HEhfER
EFTAEAT - FZ/ UBRAZ BT - FEHERERTA RS EEAT - 520
ETRMIERER - HEREFA BEEESEAVEAT 72/ DE IR  Fl-score AILE
SRy T AEHEREL A AR - Fraat tHACHHEIE - Z3)FIF(6) B B fEIR L FL - Hr TP

Z%r True Positive » HA 45T DULEEHE -

% 3-2 1 JEAFEME (Confusion Matrix)

HFZ(E Actual Value
Positive Negative
TH M {H | Positive True Positive False Positive
Predicted
Negative False Negative True Negative
Value
TP+ TN
A =
CWAY = T TN FPLFN )
Precision — TP (4)
recision = TP n FP
TP
l=——
Recall = 75 7N (5)
- B 2 B 2TP )
Teore = 1 1" 2TP+FP+FN
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B DI R ISR

AWFOET IEE R - B EIER=HIEANTAIE R (—) B (2) > Ehiu
EEERHN (=) ERAER T UBYMIER - EANT I SRR E TS - DI B
SRR - EherPEISRERHEER 7,735 SCERRER WEERER 1,030 SZEERE
A% 3-1 (p-8)

—~ HEp— ¢ LA R R E AR
BB 557 A DA 1-gram (Y multi-hot DKz TF-IDF (Y4RASE (ERALS B > I H P E =
1l o Horfr multi-hot BYFASEEAA R ETERET L - AERERET] 98.6%

Training and Validation Loss Training and Validation Accuracy
016 - —— Taining loss 0.9 1
—— Validation loss
016 0.98
014 097 1
=
w 012 @ 096
4 =1
=2 W)
010 B pas 4
0.08 094
0.06 = Taining accuracy
£.93 = Validation accuracy
0.04 4 . r r ; T T T T T T
2 4 5] B 10 2 4 & 8 10
epoch epoch
= 1] =[] 2 = 3 %2
4-1 * multi-hot 4RHEHYFRILSE RS > $85 F ERER LR
Training and Validation Loss Training and Validation Accuracy
- 090
16 A —— Taining loss = Training accuracy
1 — Validation loss pag { — Validation accuracy
17 | 0.86 1
10 ., 084
" @
4 8 ‘3 0.82
]
6 0.80
4 078
2 0.76
G L T T T T T T T T T T
2 4 B 8 10 2 4 & 8 10
epoch epoch

[l 4-2 © TF-IDF 4rtibHYaa Lt RIS 16 2 48 M AE R AR L ]
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7 4-1 2R SRS EE SR oy FITEAENERIE b B2 fE U ERER - 1
MR~ HEIE ~ DL Fl-score °
7% 4-1 © WATELRLE T U SRS AR R IR L

AERER TR AR Fl-score
=8| SSE A & multi-hot 98.6% 98.8% 99.1% 99.0%
SALSE I & TF-IDF 88.0% 80.6% 100% 89.3%

— 'R

oo multi-hot 4REB TR Fl-score £ 99.0%  TF-IDF 4RHEAYIEAS Fl-score £ 89.3%:
Fy{a] LA TF-IDF HYEREZR S (A RN iAFTE 00 By FTRE R B RHE K/ N - 1 MalwareBazzar
THEEEERATEARG] - AT AN GV ERHETTHRRR - RIEREREAR
J& DA% TF-IDF 4Rt 23 HSCARAYRHME - #EMZEL TF-IDF 4RH5-R 41 multi-hot 4FHS -

FRAIE R R R R A

BB B LA E) LSTM K Transformer fY encoder B{EFFHIfEA o #E 5] LSTM 43
Ky one-hot DL Kz embedding R fE&RAS ; 7] Transformer FI| 73 fy 75 S AET T {17 B 405 Wi fe i R »
(i embedding {F R4t -

Training and Validation Accuracy

Training and Validation Loss 0.98
0.35
—— Taining loss
= Validation loss 096
0.30
0.94

accuracy
=
o
[

= Taining accuracy
— Validation accuracy

2 4 & B 10

epoch
epoch

4-3 © one-hot &rAHHYEER LSTM HRLGR 2 1H5% K AERfEA 2 L ]
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lass

loss

Training and Validation Loss Training and Validation Accuracy

0.250 —— Taining loss 098
= Validation loss
0225 oar
0200 096
045
0175 z
H] £
E 5 094
0.150 g
093
0.125
092
0.100
0911 — Taining accuracy
0.075 = \alidation accuracy
0.90
T T T T T T T T T T
2 4 B 8 10 2 4 & B 10
epoch epoch

4-4 : embedding SrHEHYEER LSTM HHEEIGNIG #55 K R4 5 L[]

Training and Validation Loss Training and Validation Accuracy
0.30 4
= Training loss
—— ‘ialidation loss 0.98 -
0.25 4
0.96
0.20 4
=
b
5 0.94 |
J o
0.15 o
0.10 4 092
0.05 4 0.90 4 — Taining accuracy
) = Validation accuracy
T T T T T T T T
25 50 75 100 15 150 175 200 25 50 75 100 125 150 175 200
epoch epoch
= . 4 BT 21 4 = 3 R =
4-5 ¢ AT E GRhSHY Transformer HEATHI% 2 1855 e 4B R LIE
Training and Validation Loss Training and Validation Accuracy
= Training loss
] — Validation |
0.30 allgation loss 098 4
0.25 1 0.96 1
p =
020 B 0.94 -
2
0.15 4
® gz
0.10
0.90 4
0.05 1 —— TFaining accuracy
0.58 -
— V\alidaticn accuracy
0.00 T T T T T T T T T T T T T T T T
25 5.0 75 10.0 125 150 175 200 25 5.0 15 10.0 12.5 150 175 2000
epoch epoch

4-6 : i B 4miSENY Transformer LAY 4F >~ 85 R ERER S L E
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% 4-2 BRCAREIN YIRS IR R B A L - SR A Uy e s -
AERER ~ DR Fl-score « H A i B 4RIHAY Transformer 7E3HIE AR b » AEMERET]

98.3% -

% 4-2 1 ANEFYIEIIFSR R

SRR S S Fl-score
] LSTM&one-hot 95.9% 93.6% 98.6% 96.0%
#E 5 LSTM&embedding 97.6% 95.9% 99.4% 97.6%
Transformer 98.0% 97.1% 98.8% 98.0%
A B4R
Transformer 98.3% 97.7% 98.8% 98.2%
HALE SRS

FEFPA AT > DLE AL B 4RIEHY Transformer encoder AR - #EA 98.2%I1Y Fl-
score » [Ti{s i} Transformer encoder AYFEAYLL{H I [m) LSTM HYIEENE ST - TR ER R
ATRE/Z A Fy Transformer HYZREEEAERE » 1 H {4 attention #H - [ E R EANVFE
EHREWEREH - WA (1 BE4RIENY Transformer encoder f5% » [H34 7 i B4R iEH I A E B
4 R R AL E GRS 7T DEH R IR AR (eI HE I AR -

BB = ¢ fastText BRI EEAE

I BB ] fastText S s AR B (e Y AR U S 4H B SCA Iz EL# T3/l 4K 40 epoch
DLRz 50 epochs FREAIFERES o KBy fastText N 3 FE1EES0A T TEmsg DL R HI B e
# o P LA 2 ERAN SRl SRR IR R AL -
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Training loss of unigram, 40 epochs model

0.8

0.7

0.6

05

loss

0.4

03

0.2

—— Training loss

] 5 10 15 20 25

epoch

30 35 40

4-7 : fastText §l|&% 40 epochs 7 5588

lass

Training loss of unigram, 50 epochs model

0.8

0.7

06

05

0.4

03

0.2

0.1

—— Taining loss

10

20
epoch

30

4-8 : fastText §l|&% 50 epochs 7 5588

% 4-3 Z3FSRAE epoch By fastText AL HIFENEIERHE B S BB HY

SEHER BT -

F596.2% °

% 4-3 1 N[AJFISKR epoch 8 fastText fHAIZRIREE

AR ~ DLK Fl-score » H.hF)l|4k 50 {# epoch 1Y fastText fEAIAERER

AEMER TSR AE= F1-score
fastText > 40 epochs 95.8% 95.8% 95.8% 95.8%
fastText » 50 epochs 96.2% 96.2% 96.2% 96.2%

SR SR IREE GRS

CHEAY ~ AR~ DUR, fastText » 2837 multi-hot 4RHEITERESAE

IR R T Transformer encoder YRR 4T- »

AR R -

multi-hot 4RET5SS BRI E R Transformer encoder (LAY 2]
PR 0 SR S IR R R AT -
Je 3 T APLIIL » SR TERY AP HIREAL GBS SoATh » B ARIER R
R E AR -
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Y~ EERDY ¢ ELRCA [F] n-gram AT AT RS 2
AREFBLLEL multi-hot HYFALEHAY DL K fastText FFAUAE A [E] n-gram [ HYAERESS » — Ik
HIER T 2-gram ~ 3-gram ~ 4-gram ~ 5-gram PUFEERY > &5 B4 N EFTR

Training and Validation Loss Training and Validation Accuracy
1 —— Taining loss
018 J
—— Validation loss 099
016
0144 0.98 1
012 =
i@ E 097
£ 0104 E
0.08 0.96
0.06
0.04 4 0.95 4 — Taining accuracy
— Validation accuracy
0.02 . . . . . ; . T T T
2 4 & 8 10 2 4 B ] 10
epoch epoch
=X . ] []2 = 3 454
4-9 : 2-gram {9 multi-hot 4R B GHETE 4k > 484 R R 22 (LIE
Training and Validation Accuracy Training and Validation Loss
] —— Taining loss
] 0.18
099 —— Validation loss
0.16 4
Dg‘B 1 014 -
& 0.12 4
B 097 ]
g 5 0.10 A
E
0.96 0.08 1
0.06
0.95 1 —— Taining accuracy 0.04
= Validation accuracy
T T T T T 0.02 1 T T T T T
2 4 3 8 10 2 4 3 ] 10
epoch epoch
=3 . 1 1] 2] g = >
4-10 : 3-gram # multi-hot 45H5 I SSRERI 4k > FE 0 R AERER S (LI
Training and Validation Loss Training and Validation Accuracy
0.99
0.225 1 = Taining loss
— Validation loss 0.98
0.200 097
0.175 - 0.96 |
=
p 0.150 § 0.95
= 01251 ¥ 0o
0.100 - .93
0.075 A 0932
i = Taining accuracy
0.050 1 0.91 1 — Walidation accuracy
T T T T T T T T T T
2 4 6 8 10 2 4 3 8 10
epoch epoch

B 4-11 : 4-gram {fJ multi-hot 45537 SIS 84 R R (L IH
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loss

Training and Validation Loss

accuracy

Training and Validation Accuracy

(98 1

096 1

094 1

092 1

090 1 = Taining accuracy
= Validation accuracy

2 4 6 8 10
epoch

4-12 * 5-gram Y multi-hot {5 LB A S 2 #H5k R MRS L [

=—— Training loss
0.30 1 — Validation loss
0.25 4
0.20 1
0.15 4
0.10 1
0.05 4
T T T T
2 4 6 B
epoch
Training loss of bigram, 50 epochs model
0.5 4 —— Training loss
0.7
0.6
0.5
h
< 041
03
0.2
0.1 1
T T T T T T
o 10 20 30 40 50
epoch

4-13 : fastText 2-gram 85881

Training loss of 4-gram, 50 epochs model

0.8
—— Taining loss

0.7 4

T
o 10 20 30 40 50
epoch

4-15 : fastText 4-gram 7 5880

25

Training loss of trigram, 50 epochs model

—— Taining loss
0.8

0.7 1
0.6 1

054

loss

0.4

0.3 1

0.2 1

0.1 1

(=]
1=
=
=1
=
8_

epoch

4-14 : fastText 3-gram {5458k

Training loss of 5-gram, 50 epochs model

0.8 —— Taining loss
0.7 1
06

05 4

lass

04 4

03

024

01

epoch

4-16 : fastText 5-gram 7 588



7% 4-4 Ry VUfd n-gram AT HEUERIE FHYAEMESR > o B multi-hot FRJLSHIAEL
fastText 7Y 57 HIFE 2-gram B 3-gram A i e VB - 5371 Ey 99.4%LL K 96.9% > B LA

ARG EERER

%% 4-4 © DUFEH n-gram FERY 7 AERER L

AEMER TR AEE F1-score

EEES fastText | 5aj%8 fastText | 5aj%8 fastText | Fa%s fastText
2-gram 99.4% 93.4% | 99.3% 93.4% | 99.9% 93.4% | 99.6% 93.4%
3-gram 99.1% 96.9% 99.1% 96.9% 99.5% 96.9% 99.3% 96.9%
4-gram 98.4% 84.7% 98.9% 84.7% 98.8% 84.7% 98.9% 84.7%
5-gram 98.8% 96.6% 98.5% 96.6% 99.2% 96.6% 98.8% 96.6%

3-gram FYBARIEES (B0 HoAM n-gram HYJFIN - 2N Rysl

IRIEZR 4-4 > VUFE n-gram fERIAE (R multi-hot 4RESHYEAILIERIh » DL 2-gram [J4E
Mg s 0 3-gram PYBEAIR Y > 4-gram HYREAIEG - [ fastText {# A [E]HY n-gram > HI|

3-gram HYZAEMER RS > S-gram HYFEAIZ > 4-gram WYBRATERK © BZEE 0y 2-gram 81

P
[ T

e R H 2 803 (EEERT

TR (A0”push ebp ~ mov ebp esp”) > FTLUEAI AT DIfE 2-gram 2% 3-gram E233 FI[ & Ik 145

(e

71~ EhgA - WannaCry 2 #2

AWTFE Ry TSN B 24

o

oe 5 e PR YRR R T B ES
HVENZ 5 WannaCry {F R fEHY » HAEEARHUE MalwareBazaar » H AR FAE AT 2 5l 4
BURIEVE R - B okt WannaCry B THERCAH SR H AR BR1% - Fm AR [EIRVIEAY » 122
A EERIAYER Y - B 4-17 £ WannaCry ARG AC AR R B HIHE

HELTTROM ©

26
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entry@ newline push ebp newline mov ebp esp newline push number newline push
number newline push number newline mov eax dword fs:address newline push eax
newline mov dword fs:address esp newline sub esp number newline push ebx newline
push esi newline push edi newline mov dword address esp newline xor ebx ebx
newline mov dword address ebx newline push number newline call dword address

newline pop ecx newline or dword address number newline or dword address number
newline call dword address newline mov ecx dword address newline mov dword
address ecx newline call dword address newline mov ecx dword address newline mov
dword address ecx newline mov eax dword address newline mov eax dword address
newline mov dword address eax newline call fcn_num newline cmp dword address ebx
newline jne address newline push number newline call dword address newline pop

& 4-17 : WannaCry 7 4H:27% K pi BRAY SCAS (Eli$%)

R 4-5 R AR HEE R - H P ErA RN phEr - R ATRERR T IRAS S A5

RIFREER AR GRS > WATRER N Ay WannaCry A5 (EEERE AV EIIR - NIELHT

AR AT R LA -

% 4-5 1 BAEATEGY WannaCry Z JEaai IR

fHLA PSR fHAY AR S

=658 &multi-hot W e T 2-gram ga/L¥&multi-hot | HEeRECTH

*H£3& TF-IDF AT 3-gram ZAES&multi-hot | ek

5] LSTM&one-hot W e T 4-gram ga/LS&multi-hot | HERETH
7] LSTM&embedding | HEakpish 5-gram g/ &3 &multi-hot | HEakEETH
Transformer PRI 2-gram fastText PRSI

A B 4w

Transformer R 3-gram fastText HER AT
B E LR

fastText Hrak ke Th 4-gram fastText H AT

5-gram fastText D)

RESHTFTEEATT TR LAY IT7E - IR EREE AT - 10 H M Radare2 (T
TE S AR EE - HUSHR4E H 2868 = e FER AP T R SOA - SE AR A A b f2 B (E P71
AT EEAT AR a B TEERE AR - N A —BoER - BEEAA G AR FLGHS
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PRI - (o P T 1R B A I — R (o P S A ZE iR A A T e AR =0 = i ASBH %
Z 2-gram multi-hot 4RHEFELEE IR 2 Fl-score £y 99.6% » 1] LA R EEE -

ELEMbT2E 2 PLi

Fo T W AR A 72 H R R A LAt (50 FI P B8 22 T D7 VAR B e A2 5 fEHE ) EE Lu
(2019) {# 3 opcode #J LSTM f&%1 » D) K Rahali £ Akhloufi (2021) {5F] Android [E4&HE
iy BERT FERIEITLLEL » A5 H SR ZE AT b 2 B A i (B REAS « ARRITHR tH 2 J70E
A E B TR TR B Y FEHER LIRS &

% 46 ¢ BUELHLISE LB R

AR Firi 2 B AR R
Lu, R. (2019). 97.87%
Malware detection with Istm using opcode language.
Rabhali, A., & Akhloufi, M. A. (2021). 97.61%
MalBERT: Using transformers for cybersecurity and
malicious software detection.
AWHZE > 2-gram multi-hot S| SSfE T 99.40%
-~ &R
— ~ KT Y B ARGE S E A > DL 2-gram HY multi-hot §rbfGHEESHEAIFRIR R4 -

Fl-score £y 99.6% > B[ G5k A= -

~ KEFFEEE . 1-gram ESSERI > (g F multi-hot 4RHE 2R ER F 2B FE T Fl-score g @ 48

TRy 98.6% o

=~ R EEZ YRR (] Transformer encoder f[I_E A7 B 4miHHYHEA! Fl-score fz =

By 98.2% - fastText fHAIHY Fl-score HI| 5 96.2% -

V0~ ELEA E] n-gram HYBEAICEEREUEAETC > (£ multi-hot 4RHHHYELE

WER Az rm » fastText RIVE(HEF 3-gram HEA iz = U AERERS -
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1o~ BHARGE B 2ASE S R B > PR R U R - At 2 R AR
N RIS
(—) EARRITRENERE 2 H E ARGl T8 - (A &
(Z) $HEFRFERT APTRFIUFEEVR > B FE 2 B A 5 B AN LEsE
(=) BT LUE RO e R A HIIE AL A BE - AR H BPa S I 324kAG - SR(E & =] LARE
AR S HI Rl - TR A -

[ ~ 2EURE R

Hung-yi Lee (2017 4 1 H 25 H)° ML Lecture 21-1: Recurrent Neural Network (Part I) - YouTube °
2023 42 H 26 H - H{H : https://youtu.be/xCGidAeyS4M

Joulin, A., Grave, E., Bojanowski, P., & Mikolov, T. (2016). Bag of Tricks for Efficient Text
Classification. arXiv preprint arXiv:1607. 01759.

Lu, R. (2019). Malware detection with Istm using opcode language. arXiv preprint arXiv:1906.04593.

Manning, C.D., Raghavan, P., & Schutze, H. (2008). Scoring, term weighting, and the vector space
model. Introduction to Information Retrieval. p. 100.

Powers, David M. W. (2011). Evaluation: From Precision, Recall and F-Measure to ROC,
Informedness, Markedness & Correlation. Journal of Machine Learning Technologies. 2 (1):
37-63.

Rahali, A., & Akhloufi, M. A. (2021). MalBERT: Using transformers for cybersecurity and malicious
software detection. arXiv preprint arXiv:2103.03806.

Vaswani, A., Shazeer, N., Parmar, N., Uszkoreit, J., Jones, L., Gomez, A. N., Kaiser, L., & Polosukhin,
L. (2017). Attention is all you need. Advances in neural information processing systems, 30.

Zhang, M., Cui, Z., Neumann, M., & Chen, Y. (2018). An end-to-end deep learning architecture for
graph classification. In Proceedings of the AAAI conference on artificial intelligence (Vol. 32,

No. 1).
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FAapz EXRAGH BFF 232 s gz TRE - BFI
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FMAEEEERBAESRIERN - BUMNBESEXNEE - 5XEERMHEREENITE - ETREE
RAaEBLRBUERNE - FRARAFENHEHSESEEAXE  IIFERENES RUEMESER - tFFELEERE
RIEE - FOIEE - fastText BURARE n-gram $ERNFLE - i 4EREE thHMATRLEE -

MRAERETR - AREBRLUER multi-hot fRIBRIAFE - FIIERABUELRBAY Transformer encoder
RIREE - AR n-gram BILEE - 2-gram FAREEE PE ERE LEBIEEEZEI - Fl-score #%l 99.6% -
BARMEE B EREREREEDURAR -

bt 5% En 1

EEMRREFERNIRALE - EEERA/AMATRRNEEZTIE - BR - ENSXIITTERER
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