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(- )®* i - kill,name,FileName,ram,cpu,path,size,pid,
runnable_file_owner,runnable_file_hash_code,
runnable_file_last_access_time,
runnable_file_last_save_time
(S et B P B e e B i )

)F i ¢ "Kill","Name","md5","Computer",
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"SizeOfOptionalHeader","Characteristics",
"MajorLinkerVersion","MinorLinkerVersion",
"SizeOfCode","SizeOfInitializedData",
"SizeOfUninitializedData","AddressOfEntryPoint"
"BaseOfCode","BaseOfData","ImageBase",
"SectionAlignment","FileAlignment",
"MajorOperatingSystemVersion",
"MinorOperatingSystemVersion",
"MajorlmageVersion","MinorlmageVersion",
"MajorSubsystemVersion","MinorSubsystemVersion"
"SizeOflmage","SizeOfHeaders","CheckSum”",
"Subsystem","DIICharacteristics",
"SizeOfStackReserve","SizeOfStackCommit",

"SizeOfHeapReserve","SizeOfHeapCommit",



"LoaderFlags","NumberOfRvaAndSizes",
"Sectionssize","SectionsMeanEntropy",
"SectionsMinEntropy","SectionsMaxEntropy",
"SectionsMeanRawsize","SectionsMinRawsize",
"SectionMaxRawsize","SectionsMeanVirtualsize",
"SectionsMinVirtualsize",
"SectionMaxVirtualsize",
"ImportsDLLsize","Importssize",
"ImportsNbOrdinal","Exportsize",
"Resourcessize",ResourcesMeanEntropy",
"ResourcesMinEntropy","ResourcesMaxEntropy",
"ResourcesMeanSize","ResourcesMinSize",

"ResourcesMaxSize","LoadConfigData",
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(1) svchost.exe ——® & ram & *

(2) Firefox.exe ——% & disk i *
(4) system.exe —%& B cpu &%
BFL R - LR R A 2 R R O 5

B R 4

(1) svchost.exe —— *® R ram it *
(2) target.exe ——¥ B cpu it *
(3) chrome.exe ——* & ram it %

iR - Jé,uv’v:;};ai PR DT H MR
(1)Adobe_Update. exe ——i& & %] R 312 #jic

Pk pfdp TR (BT )
(2)WannaCry % + ﬂ']r),%fr
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(= )import & 3% B 27 csv 12 3% (AL A R E) R
(= )F 3 g2 338 & % 5 preprocessData(4r ] - )
1. # dataframe # 4% % array
2. #- ndarray A maE (7R
3. # path & 3 B HcF =@ * one hot vector %5

def preprocessData(raw_df):

df = raw_df

df=raw_df.drop([ 'name'], axis=1)

#size mean = df| ‘size'].mean()

#df[ 'size'] = df 'size'].fillna(size_mean)

¥_0OneHot_df = pd.get_dummies(data=df,columns=["path"])

ndarray = x_OneHot df.wvalues
Label = ndarray[:,8]
Features = ndarray[:,1:7]

minmax_scale = preprocessing.MinMaxScaler{feature_range=(2, 1))
scaledFeatures=minmax_scale.fit_transform{Features)

return scaledFeatures,label
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all_df

p.CSv

(=) Create Model (4l 1 )

* & % 9 515 logit regression ¥7  k-nearest neighbors
%% KPP & > ¥ ¢t decisiontree & AF (TR & >
SARRREA I NP e i oA

Bofd -2 % NN(A 14 5 peR)

1. & » keras -
2. F 2 BN
3aF 24 G K (4@l )
ﬁ%l » K (import layer) 7 1024 4! 5~

£ % & (hidden layer)3 512 B4 g~
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A R 4245 S % 3 Bc(Rectified Linear Unit, RelU) i+ %

poRe S 0 o dioend & 1 B0 Al s ek R E

A E R P R A T RET R A -

4.3 4 Backpropagation i 5 i & R AR B RE

B4 3058 " A loss e

B4

12



i~ W Al

a

o
3
L

g].l_
process.exe EiBsocket
EECsvaLiRiE % server-client

Eace M

12

13



LR

FEBIRA csv AP K (Bl o)
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FP~3R & pandas #cPp =78 7 dataframe(4r Bl -+ =)

In [14]: pd[:7@]
Out[14]:
kill name ram cpu path size  pid probability
0 0 conhost 17444864 0171875 system32\ 0 824 0048297
1 0 Teskmgr 26820608 26.765630 system32 1083136 5504  0.344133
2 1 svchost 433827840 3718750 processh 5632 3472 0758613
301 suchost 1 433827840 3718750 process) 5632 3472 0758618
4 1 svchost 441827840 3719950 process\ 5632 3472 0.760831
5 1 svchost_1 435827840  3.728750 process) 5632 3472 0.759203
6 0 MpCmdRun 5914624  0.281250 Windows Defenderl 370272 3632  0.093875
7 0 csrss 1818624 1545675 NaN 0 43  0.041667
8 0 jni_service 892928  0.031250 DAL\ 176416 5900  0.007847
9 0 Test] 15581184 0.968750 process) 8192 3104  0.094347
10 0 OneDrive 4038656 1578125 OneDrive\ 1558688 2124  0.051535
" o0 wininit 1585152 0.359375 NaN 0 520 0.040647
12 0 svchost 10645504  1.671875 system32. 37256 1320  0.055604
13 0 Searchindexer 11341824 4.587500 system32. 759808 4100  0.121156
14 0 ACDSeeCommanderPro8 3338240 0359375 8.0\ 2136584 5220  0.007220
15 0 taskhostw 4997120 1.000000 system32\ 0 3524 0.098443
16 0 LogMelnSystray 4141056 0.468750 64\ 423224 4364 0.113303
7 0 carss 7680000 4.343750 NaN 0 512 0.043069
18 0 svchost 33734656 40687500 system32. 37256 956  0.304517
19 0 MsMpEng 76173312 20578130 NaN 0 1844 0194889
20 0 hemachi-2-ui 3866624  2.765625 Logeln Hamachil 5885352 3840  0.042519
21 0 RuntimeBroker 12034043 11000000 System32\ 0 3352 0.137908
2 0 winlogon 2813952  0.656250 system32\ 0 592 0041929
23 0 acdDinTouch2 5017600  0.218750 8.0\ 1814800 2460  0.004296
PYR svchost 6488064  4.140625 system32. 37256 768  0.050050 BT —

# 10 LEHEFBIR 8 B

Epoch 1/100

Os - loss: 0.6928 - acc: 0.5094 - val_loss: 0.6917 - val_acc: 0.8333

Epoch 10/100

- 0s - loss: 0.6760 - acc: 0.7925 - val_loss: 0.6720 - val_acc: 0.8333

Epoch 20/100

- 0s - loss: 0.6143 - acc: 0.7925 - val_loss: 0.6095 - val_acc: 0.8333

Epoch 30/100

- Os - loss: 0.4924 - acc: 0.7925 - val_loss: 0.5163 - val_acc: 0.8333

Epoch 40/100

- Os - loss: 0.3960 - acc: 0.7925 - val_loss: 0.4801 - val_acc: 0.8333

Epoch 50/100

15



- Os - loss: 0.3021 - acc: 0.9057 - val_loss: 0.4476 - val_acc: 0.8333
Epoch 60/100

- 0s - loss: 0.2193 - acc: 0.9245 - val_loss: 0.4193 - val_acc: 0.8333
Epoch 70/100

- 0s - loss: 0.1628 - acc: 0.9811 - val_loss: 0.3865 - val_acc: 0.8333
Epoch 80/100

- Os - loss: 0.1323 - acc: 0.9811 - val_loss: 0.3643 - val_acc: 0.8333
Epoch 90/100

-0s - loss: 0.1177 - acc: 0.9811 - val_loss: 0.3446 - val_acc: 0.8333
Epoch 100/100

- 0s - loss: 0.1101 - acc: 0.9811 - val_loss: 0.3215 - val_acc: 0.8333

val ¥ % validation » "M RF AP 7 & “,/f keskE R o
4% val_loss %7 o ¥ ERIEE hloss LG (G R K aTE & T o
PR D RO i R Bt & (over-fitting) IR kel T A R &
val_loss M 5 £ - A% o

BB AP R d] o Bo 30 epoches € & IR HCA T &
Over-Fitting &k 0 » DR RIA TR T30 (8B 5 EDFFH = % o
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[68 rows x 8 columns] scores:
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"E 1% 7€_30130 $4iE
;4%?1:%}]%__3‘ o (__ =

£ 300 ﬁ—-[}%* & 300 =
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BEIBERIRE - run 5T—R% 1 epoch
d 477 0.6928 % FlE {& 0.1101 » 4%
I)e
FRA RS 95 092
8.928571483027
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TR B fS 03 266 =k T Fa
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(- DKERAS ¥ = API
https://keras.io

( = )https://github.com/keras-team/keras/blob/master/exa
mples/mnist_mlp.py

( = )https://morvanzhou.github.io/tutorials/machine-learni
ng/keras/

(e ) A 2 EARRITRH
https://technews.tw/2017/10/05/ai-machine-learning
-and-deep-learning/

( © )International Journal of Network Security & Its
Applications (IJNSA) Vol.7, No.6, November 2015 DOI:
A_MACHINE_LEARNING_APPROACH_TO
ANOMALY-BAS ED DETECTION ON ANDROID
PLATFORMS Joshua Abah1, Waziri 0.V2, Abdullahi M.B3,
Arthur U.M4 and Adewale 0.S5

()Fz S+ 8 2 2RKE Bl

e ik BEF Y A% PDF
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(= )https://zh.wikipedia.org/wiki/%E7%BA%BF%E6%80%A7
%E6%95%BA%E6%B5%81%ES%87%BD%HEE%I5%BO

(AT JTHI B EE Y - KAE KNN 2 E
https://ithelp.ithome.com.tw/articles/10187191

(14 ) https://github.com/lISourcell/antivirus_demo

(-+ )http://www.trendmicro.tw/vinfo/tw/threat-encyclopedi
a/

(L = )MIT B4 321 5 B2 B 5% 25A% 2006-SUMMER-AI

-+ = ) https://wengingfu.me/2014/11/08/PE_file/

-+ = )https://msdn.microsoft.com/zh-tw/library/system.di

agnostics.process(v=vs.110).aspx
(- = ) https://github.com/HackyRoot/ml-antivirus
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