Fad £ R THAFTASR

052507
E*@@%ﬁ;rziggﬁpkﬁﬁﬁﬂ

-

RO W Fihs 5?8

- Fa

B = AR ENES Y

MAER 473~ 75 LyRE - B ERY



B =
EERAIPE TR o HRELE RIS E S R RPfRR o T AR E hE 2 S £
Ll ML EIRREPHTERY Fp FeRA o o TIEF D2 R 2R~
ﬁiﬁ%ﬁl%ﬁﬁ’?&’i%%ﬁfﬁjﬁﬂ—@%&@mﬁﬁﬁﬁ»ﬁ;m*&xg
RAC R AL g A APAATT RY Fomy o 75 RO L] g R AP LS
ﬁ%@ﬁﬁﬁoiﬁéiﬁiﬁiﬁﬁﬁﬂﬁi&’%?ﬂﬁw’ﬁﬂﬁﬁﬁﬁiiﬁ@&
Rde R Ak o b § 230 A R AEMELRBESTHY 0 ABEFY TR
7R RN A TR A enS R o AL AR AR TREEY B EFR% O HERTE o F

PEA TR BRI NP LB -

ioELH
S & (&~ 2016 #) = * 23kE % gt ek Facebook £]7%+ Mark Zuckerberg =it
QbR AR Y i L o A PRI - BREE BT Y SR AS o B XL
Z PR LR o

CAD BB AR  F B A MR SOIE L Aok R E X 2R

FhoREE AL BEYFA kT B8 7353 124 (Morgan 2015) o e igfse
RAE A G E 0 TR K 5L GRS T - R KA o - LA R
ﬁ’%pﬁ“%?ﬂkﬁﬁﬁi * o

FHERRE PRI 2RE LR ThARAIRE, A F LA R
Hy o ipHE RE IR S MPEAY R P F s 2 SRS R B AR
EPRBABEE AL P RRESL &S AT ARITSEG R PEF R AR

B HE SRR Gt R st B LR I P AR o blde

)/

pes

)

\

FEREASTERES A LR CORIFES ARG IR F OB REARE L B SRR
BARRIEE B AR AR g RPEETT G AR A A2 MR ik B o F)Y 0 e
¥ BEABIL AR 2 XA E AL B R



-ﬁ\\piggj—,
AERFE G 0P s G 2 S EE Y HOR L A 3 B RO R A
Rl ffh > FREG FHEROPRES 2 RIS T ERFERT R S AEY o

il Yoy
Gaines ¥ % fI* HARNE KR KL T > AR LI RF RESREL T3 B
PR T eskT 3a0 ot % (Gaines, Lisowski, Press, & Shapiro, 1980) - B2ZRpt

A

f

=

N+
F_‘.

ZF wf &Y xR K (imposter pass rate) = % 0 :F¥E & (false alarm rate) 7 i
A% > e BRI E G A R ALE o @B G RGP 2 2 o0 2R 26 {2 o Saevanee #
Bhatarakosol 1* 7 Synaptic Touchpad (- &R 2 & fFire Fp i > F R4 B PI# &
BoRGEE ) BER Y FyEa o XML L R RE FEHT &Y E D] J0hGER S
(Saevanee & Bhatarakosol, 2008) - Loy % A /R4 R plan™ ;8 kg # dﬂz 5P
#grdzaddm b BNC 2110 shielded connector block (- f&i% i 4fest ;¢ ¢ B 2 R = &
Mk E) 2 7 e R4 R R B ki 7 (Loy, Lai, & Lim, 2005) o 1 a2 e
BrEREEE o LR E R B Ao R RIS I A e Bt R Y RREEE s

Boomtap ¥ 2R REEg 2 o B RAMRE DU BARRS 2300 F ] Sk
PEF LT R RS L g otk ARl o A Gaines ¥ 4 (Gaines et al., 1980) ¥ iz
# 2Bk R4 T > Saevanee ¥ Bhatarakosol R & ¢ 7t 2 p iRl (Saevanee &

Bhatarakosol, 2008) - FJpt » A ifdg - BRTeFRE> 2 > © F Jﬁiﬁﬂ xpéﬂ P ochitds
WEFH > BT AR HTTELP o 7 LN LT H BT CET I
PR A] M F A F e

E-FPIREZ ZH
AERATR Y DA B EITE - ST N BRI HENR R ik 2
Python ~ = 3 $%{E8 % (Brackets) M2 d Wz S# - FF N1 I BEFY Rz 7DD

libsvm 1 & -



1

(_

LRy

FA O APAAFELRSLBIAL AR PP B PR e NN
B R - eRt BE o

HAEBIFY uelU #Fesh s X ={x} 5 FRPRTEDIF oo
F 843 e s xf = {(ky, by, 1), (ko by, 00), -, (e, tay v, ) 0 k5 46T chidgg et gt
(ASCIT Code) »hj 4 % j Birenfest t; RARTREPET v, SL 5B R
GEAPER o JI* P REL S AP AP TN HT RN E- FLRRE TR R
EE X ={x}> APHEHNG R IR NELRBFFITHR x{ €X' o F

H weU-

CFEEE AL

%

BB MG AR AT F S BA R E APET R R

TR A

) IR L2 RAER R
AR FHRGEORBEPFFEFEFR > 0 5 0 2Lk TRERERET
(D) 1 & Dj=vj—tj’lf:’ TR AR (1) 4 §Ij=tj+1_tj°

Bl (1) @ #4ERBEE T LR B (2): H&EFEFTTLF

B (3) EW (4) 280 3R ¥ F b FERY NTIORBER S TIOF R
H

APEH Y NSRRI AT L AW E LT RIS TR —‘;]zrﬂif i o



Bl (3 RERBEFFHTIHEE > F Bl (4): BREFRPFFHTHED > R

FRREF T EAAMay Y Lpy £ & dlicdy - BE

TR R A 5 B & 150 3 200 B 0 BB

3 X
p

RRBER m05@u+m#4ﬁ’0#maﬁﬂaw¢$
B

A% '1:}%@5&}9& % % s
o Bl MO RREE

ok _'rf‘labf:‘}‘-—%z PR G APEEF Rk o Bl (4) ks 3o adgd o 7

F&F&ﬁgﬁ’{—g\ T F 'ﬁﬁ*; LA A 3

FF o

REFIEFET R BET L33 7 5 chpPc Bl - o v

v PR ERER L T E
- AT A Azmj FEoiT s @ by FlesrH hH 0T o 4T dsdz B el

ﬁ’?ﬂﬁﬁﬁiﬂ%*%fmﬁﬁﬁimﬁa’%%mﬁﬁﬁﬁ&<ﬁ@ﬁ;@g
B FoARE B mE

,;

FIL o FIR A PR B A T R G T IR T R R T )
FHH (FG)) »BBELFAFA T R dr3F o

Bl (5) 1 & B4 F F AR IR BT 0 R F T i05dp B LA B



KRG)Y TR N R AARETREF T ARRERT RS o o R
%@W%@ﬁﬁ@%@iﬁ%@ﬂ%?ﬁ’a£%¥ﬁ§+’%ﬁﬁﬁﬁ?uﬁgﬁ&
Fr eI BA R FFOTR AP FRADRSFTFHHTHRLSF /LS H L
Wﬁhiﬁﬁimﬁ%%ﬁo@%%%@W%@é@§%§@W%@’%U&E@%@
Fdr i R A R o T F ?i’gt@*ﬁfi?iifi,ﬁ'}’f’%ﬂfiﬁﬁ'l‘ P RE AR By
SARFELE R A

(=) BFMF B EPFBEFY
hirFenianY c KK EF A BI AR A FBAAFEIFABL F LT N
R Wkgoﬂﬁ:ﬁgﬁ&g“r$”“igﬁﬁﬁﬁxﬁ4’?;ikﬁwiwﬁﬁﬁy

G AR RS R 0 F R ARG A ST

Flot o Ao dr T Zoh ey (B6) L RO)) 2% - RS RERM G ®
(Backspace » 44 + i 5L (ASCII Code) = 8 %L %2 'tér(1)) «h=t#k (() >
PR R G B BT o R L

Cj=kj,whenk =8 (% k>~ %{:}%é}%iﬂiﬁi’ 3 8 apFiE) o

BN FRBAFEEP > gER 2 B () 5 PR LR AT o ]
AR IR A

I; =tj;; —v;,whenk = 8 -

FZON S HPREEAGET PP (D) o AR BT o PR RPER

DNOEEREAESISIERIVT =3 Ty

Bl o(6) mnxx 20 BERrEFahoF F5 AR PR3 F F TR PR
5



oo APGREE B ARIRETNE AR R § BRI T g de D e
PR SE e R - R

F AR - B BRI
SRR IC P Ty I DER IR LR S LR TR

B () BPpaEn T e RER 2 F B () - FIFaEd T HGER IR~ B

KR () BARINRREF LT DR ERDF PR %7 PR IAL T RIS
g0 A MA AR B 50 3 150 F A2 B o 200 A F 1000 F £y @]
Hoo FIL BRI kR ARG F A REETRE SR HE o (R (8) ¢ RETIF

ﬁiﬁ"k\#%fi’ I{L‘E iﬁ?\:ﬂ&ﬁ"’kﬁi# * %o J;‘l;"ﬁ 7‘:5(?\:&\%"'3:'%2 °

Bl (9) 0 ¥ I Atheps it I 1R FE I 2 R A5 IF ciodp B J2HCF R -

BB (9) ¢ T ORBTIE B ARG LLRT S REHFRAT R

FEH O R LPIFRREF R LT« RA o

) ERABEAFLTHARFELEAR

FLhRART R AR LR Al FEEF A R AR Tt AP RE ]
RN - BE G RN R AP R - B3 R oan e (R (10)) o R
Gt BEgpaEpRRA L 8 A (B (1D) » 24177 F 4 b 36427 4T
B I - R ekt eniT 5 o



B (10) <434 % B

B (11) 1 3 3 chist o

APER A A EEFAND ARG 0 AP T FRARBREN R - SHER
ﬁ%%%,%&ﬁ%@ﬁﬁﬁﬁﬁﬂj%u%@iﬁ’gﬁﬁ#i%iﬁﬁhiﬁ&
(T TEgp A g dm, ffz) > reFsdt (RA2)2 ® (13)) -

") E A http://krs. school. hk/~krs-comp/typing. html » % 473 2 it 7 < % /)
7



W (12): S5 A FThd A2 5

FOR(12) TREIE T B a 200 I 500 F L Wit ey ¥

hdp Bl BT AT TR E R RGN BT F

Bl (13) @ 445 & % T i 4L F IR PF F (13-1) : B (13) #4343
LEREs S AN LR AT F 14 gt B R 3R

R (13) # 7 R MBS RIS R ESENR 0 2 B - 4

FHAOMAEA TG EY 0 A BT ORI RLAP R -

(2) a8 24N 3ER

RPRR - A BT F OGO S OREAAR G RES TR RG TAN

FI T A L E R S B A e AR T 0 TR R | A7 F e
BN iEifet LeRgEREA T ES L3R -

8



AP T F F RSB - 2 F g o A bR ek 1 T 12 P
RARE > P ENFFER - FAFLAAFTUAIAR > $- L5 N34 L4005
Tiog RE DA BRE > F oA E2MT . @3- BAS L ehTog R (B (16)

Im (18))

] (14> e o ﬁ)ili’lﬁ'{g =
W) BRI ARRT LSRR RS w%*ﬂ%%?ﬁﬁé’ié
Iy E RAA T LRENFEAT c ST ERHAPITEFHA LK BEER

e R S SO ELE

B (15): 22 THFFERE > B Bl (16): 2 LT3R D > F
Lir 3 R AeE B (RAT)) 87§88 P RaEFORENRY ¥

fed 35 i '-Fl!2 penfdpivy B Y ke - FordB g o Fp T L 0 E L KR
2
£

Eipyeah o A A R B3] (5 € £ 12 Leave one out N A 7 E B A ACE T PR



B (17) 0 = & & W chfestad & 4p B AT B -

(Z ) Shift 42 Caps Lock 4tehnie * ¥ f

BADYREATBIEFTLRFANEL DR F > FIG YR 55 7RG
Rd— AP APTFREINFFFFTFHD R RDOYRI PRI T

4w * Shift 42> 5 & 4 2% Caps Lock &> 7 & A § L F @ * » Flpbip * kg

FHAF o ANMES B A T 3 AR > 27k P Shift 482 Caps Lock 4&:h
g RliELEEA (R (18) 1 (20))

B (18) 1 473 F T3b% - | T304 Shift ezt ficeht b # o

B (18) &7 — 44 @ % Shift dEchy g P AEA £ A 47> TR A pw @ w o

PRk KN

10



B (19) : +=% i‘#—ﬁliﬂ:}% Caps Lock 4#eh=x #ic -

Shift 4 Caps Lock 4% * r1>7 4+ | B % & > il (19) BET] > + 14 4
Pk et S gd iz g i@ Caps Lock %% T T F1E 4T K H ~ AN F R AR
FABFA A S TR AT A E LR Shift AT H A B 0 T BT
T otyRR b Y i @ 7 Caps Lock 573

B (20) : §1* Caps Lock 4% Shift ézéiﬁa?]% < B FAAE T AR AT B o

BETF RBR I3 F 78~ [ Beny i gwew 2% Shift 42 Caps Lock &
fr AX =¥ Shift 4 (B* 3 843 %) - ¥@* Caps Lock 4 (H®
152 4 53 4) ~aFaFrr (BY 5 5 FF) o FlbptPon e ¥ kg
FE A

() &F&H/ >V

11



AR BT OEL SN R - R i ) ¥ fAREE
L1 67 m@§'4ﬁ&4ﬁ¢°“ﬂ?ﬁﬁ””“J%#iﬁ%“&%%mﬁ
Lo FAE R M F A gy~ o Ml (A ES 0) et 5o R T AL D
Wy~ P H-BCE R 50 9T f"ﬂﬁifﬁ_“ﬁ%”ﬂt—?%ﬁm’k& Bfr & FlendT 3 kb Bl £
(R(21)) 447

B (21) " EFHEEAPHT 2 W -

#c i ,\_})lﬁbrm_ﬁﬁilﬁf‘\% i A F*@:ﬂ};ljm,kﬁi;'ﬁ :
RERR GG  BF B g oo AP RRED 3
PRR R it F '_F}fl’l‘ﬁ*ﬁ o B BIRA BRI &R RS ’&3—%*]”57?‘?3

Ry

FE (Eied S Ri) A hP O %E > (737 FTF M5 e 2 P |
Foan ARG (7 S B R - RlEFEE) o F AP g ki o0 Leave one
out & #7ELZ M Fie T L Ay iR

) 3 P EARBRIEER
APRIPTFEFHNA LT 4 - WREARNE A ROV R TUAP L R
B r R E R e B RRREET - bl

FHROAPERS BFHEUEZBFE. azfl;rs

Vo
Ve

BoEFFY RN AROF e A F Y
4o “T-H”7 & & “T-H-E” 7‘;’3 ¥ L
T RE g HAF B (B(22))

12



Bl (22) A3l -3 e FRETITE-
SN e

AT Rz 1 APRFERRABP RBEOSBE L FER BRI R SR H
TR A ESE (B (23) 2B (24)) -

W (23): Sdp 2 % ARG L5 B (23-1) : B(23) 44 5

FAER IR PR hip B 2ATE R 1~4 85 % Bl Jp 302 &

M (23) 47 LH 5L FEu R PRAET BT L4 4 T8 RF M BB 5404 4
ForAAA TP 2 A BAHEES BRATEEEYEP o

AT E BRI R O P 2 BF R F AT ORE AR A AT
ZREHA S RBEEF S 24y FER ~ 22 Caps Lock gt * o R (24)

BEIY Gl BT IEF RS RO R o

13



Bl (24) @ = BicF Bl o T OREFIRER ~ 24 % 4
12 L35 Caps Lock 4244 /R =k #ic i S8 718 cdg# R o

B 24-D:zZ84gFBe ko BET - £ RBR% -

N L L Y

AR BT A - BYRAREME - BRIEAE c VR AP F LN
B T A RSB ESY R .

BERFDRFFTHR AT 'Uw\#‘?”',né’*"gﬁﬂf?:%%\'lﬁg: MBI T R IR T
FRFERES T, o B BRI > A PEE D BB AT BT R R 0 R
K o A f§ vk e Shift 4201 %2 Caps Lock 45 &) > Bk F v bl engT 3 H
Shift &&=k #eqp 3t Caps Lock 4eni@ * 3 1 s » - ~aodgy B 2247
PR G BEFHNL S 2R GEHE R FEL LS cRPeh TR

14



R 2 TRGERIRFR | B 472 0 k@ u s patat e BacE - e A
EWHEAIPVRAL (7507 238y ] BESRTERF () ZBOERF (v) 6
WFERITET (D) > Bfdde 2N BEFFfp4e RE T35 (= Z (D) o e
2T b U4 (K =8) - *Heﬁmﬁﬁmagﬂﬂﬁw%%@wﬁ
Bens 2 A2 A -4 > 2 ¢ GRGER - G  B¥ Lol e £ ek
T % oo

IvdERE () RIALY 11 B@RT OpF () FEF | BRaxR
SR (1) 0 2 B S BPTEE (- Z 1) e

Fdpa R At EAE S B R g - P FAML AR - RH (5T
Bl (10)) e 7 srap Srpf B (X)L + D)) Al f 2 el i () ~Y L +D;)
FIFR TR o Tl - BF AATHEER  FEE - BRADTIOEE (TR LH) 0 &
SR - AT FF] T s R @Ak

hofs- BHALSITFTER - BT 2% | BRORTER () kB OER
(vj) > EAFEEL R ek - 2 » %8 SR U4 Bl R DR
oA R0 0 R RERAEEDE S F R RUE > o e F ] ol L0 S R
- - REET AR E - BERE (V) R EAEFLE () AEER
GPER 0 B A U E AP E Tk b 1000 R A enE (0t AR 0 SReE R engE
BHEECEPES BRROEE ((x,y),02Y2)) » F F > EH L

(Vo =x) + (2 —y1)) =@ Eaeshiede (v d 4L > RAER (1 S £7) &
BEAE R (D) 0 dii- o BAATIE (DXL S) o Bl R L R
R

A BT L (1) B 2R s #rked > 12 @ e E v ST GRS

FRRE A R R

e T FRGENL A7 F RS

AR B s wAR BlsgaEnie * 3 ff dfa pxa

Shift 4= / Caps e

R TEPE R 4_{_,-*";@?‘
RAET I PE PEITFER Lock 44 /& = #ic

TFER TEFFRAR o F AP HET =

. (1): PR

P L S
15

-




ABREE Y P TR VUi B3 TS 0 BE B X ?E‘J—'ﬁ B %] hi7 4
ARt o Eife - fEA B3] (classification models) #8712 4% iz £k
ERFRER R Ak c KA BB PP B AN GRRUZ A Fe EHE T

e G R E Y (deep learning) * 2B TR EBF VAR B T 1 > fud 30
FREREYZEAFAEHVRTE S - LFRESCQFEFLERERE
(overfitting) enfFim » FP A LAEFT 3 @ % 7 P o Faeh b o 5ok 5 if 2 e
2. -t Fw £ (Support Vector Machine, SVM) 1% 5 & s3] » Bz 4 e o¢

l]‘io

# SVM & * % i ,},\3";@[’:4«\. mv]:ﬂf P —‘H——%"ﬁ =< /FMJ—%Z v AN d-H AR L — B ¢'qu]
(Class) » & #-% i %iﬁis?lﬁ?p?;q‘iib’ﬁéy et 5 (Ly)ox s-vEERG
Phcnlicg Noa oy Bl +1 & -1 R FTRET S ’Z%‘\'Jiﬂ’ﬁs?])\ o Ttk &

7 i Ai?‘ BHENE N BPRIEY B - BRTG TS BTFHERER
7\’31 ] F &g—\j\z\ _tj;gé_lg,
w-x—b=0,

wE b ZEANFTEEYORE w sRT e S e g 0 b Pl R B DR
BE IR T ARATE aARQFTF Y RIT TR BRI § AGRAR o AT o RN
PHETUd wex—b=12 w-x—b=—13 B Ta k&if FHIY > AP7T
IS BT R FHER L 2/|w] o wls e Bwehi R o FIt > BRSO R T A A
B ERIRETRE R AT G RIEORET > BHwio] i oo
PRI - A

Ik

argmin,, , |w|?/2,s.t.y; (w-x; —b) =1 -

P ST WA AR R o RENPERL F AT AL T
Radial basis function kernel (RBF Kernel) %#E SVM - Kernel # SVM & it
TR ARMEDELHBE 5280 - BX kernel function 2 k> ¥ M #HE
k(x,x")=¢x)-p(x") * % 7 o @ RBF Kernel B|&_#% kernel function 37 3
exp(—||x —x'||?/20%) » R EAA| ¢ T & L0 Fehddi o

FE2a o AP 1 W S E TR IRE IR BEEY IR RS
libsvm 1 & k& 7 # 4] 3'% - (Chang & Lin, 2011) ¢t ¢F > 2 41 *  Grid
Search ¥ Cross Validation =™ ;% k& {7 S8 & > 35 D @ SVM 03] 7l & 3 2%
% g -

P RFBE ML TR PRGBS R AR R REFTER
T A ERAE R AT LR KB A 4T RIF R peh R F e

16



fi"?xi a’&v’}ﬁ
- ~RE&R

() REFFTH

PP E S R R LA Rens FZ L

-

LRl (B (25) &4~ 2
EraF 2o L RET > MRS EATR P BBC TR AN T B~ (Greene
& Cunningham, 2006) - &~ 3REe > BE € NIRRT F LDEF o R T § o83 R
W~ ARG T TR D R R

FlETORER LG I TR o Bt
fo B TR 3 9000 £ -
W (25): XplFELAFE S H

LR ARG R R A BP0 0 2 E R T~ ¥ R RE A

E g AN F Y E T ?K“*’%P S G

L B e A & REFT ) e0e AT o
Afpizs - BT e (B (26))

oES iP.'Jjﬁa*Tf’} » @ F #* Javascript #3
R ZE

woe 5

Y \J—‘ﬁ#i 75 X iEd—‘ﬁﬁ%l g J g JSON #5831 Firebase
R wrpEFAE (realtime database) (B (27)) -

17



NCAD j‘%%@ﬁﬁi“i?ﬁﬂﬁ;\:; FRE A 5

# ¢ MAaronl9951125 & -
J—*Z%J)\ G N —ﬁ > rdataJ L— B xﬁ‘_)z.“j\ X %

WF 5 - BERFRE FRBEFEE C FIRERF - FERTLETA -

(2) #R33

AEALR Y T AR T R B AT SR TR R A R

; . S Lk
®rg Rk (Accuracy) A= NT&W&

Lo BRI
fimi (Precision) P = TG 1 e

: . EAETERE U TF
% (Recall) :R; = e
2Py R

- [ F =
F-score & : F; vy

18

®#4) (Class) » "-KLPnsh OalCalEmlqzr ; %

S



CFERASTEE®
At B BATE - B H L Badp 2 T o R

B (28) 1 H - PFpeahBrm i v i

B (28) 4471 W 2 b H - Fperri d Pl gt o AT et 0 KRR

%ﬁ&é?&oﬁ%%#ﬁﬁﬂﬁ%*ﬁﬁé&ﬁﬁ%%—ﬁoa&%ﬁi%ﬁ&éi
TE A EITEE R ﬂaéﬁtﬁmé\'ﬁé#ﬁé&#ﬁ’%giﬁﬂ*f%%ﬁ:w%"ﬁ i)
ﬁji?i,ﬁ,\gajik’!‘_?ii)i ;\,LL,—P‘;,{{(&/«L?) % FE :lfg?r—%zo

~ A% FHE (Benchmark Data Set) 4 4741t &
w2 fyeaengenk o Equal Error Rate (EER) #- B # R an®i = 54 v B i

In

FEF R o~ mAF AR R AR @ E RS RN AP B8 ehT 7R - BER 4
MR R AERR G o
TBRFEAPAER DG F ey ol APENT I RIRG D F BT R
(- ) Euclidean : % q=(q1.92---,qn) " P= (Pu,P2---,Pn) > &H LAEEH DL 2 5
VIR (qi—p)? P RAAFARY p & g OGRS S L RIER AP EL Y

o

FRBPIES v B2 FiEY o B EASCEIERE AR F BF Y Ut H R B
TEEAE | AT AR edR R o TEEEAREAp 0 R A% F (Kramer, 1991) o

(= ) Euclidean (normed) : x 5 - BE R 2R Dw £ > §F x= Xy Xp..,X)  ||x]] =

Rxfo v AP E e B D RBDREAE o M REAR SR IIAE R F R APR o st B2 TG

BEEH SR - fAF L2 (Celebi, Celiker, & Kingravi, 2011)

19



L
Bl (29) @ %A 2ALEHL L RS B2 B ehpEdg > 1Y

- AREB LG BER L V85 E d E M

(= ) Fuzzy Logic : Fuzzy Logic # fir$|m#H A A 1 E Y B % » T i jgMat
Cadr 2 RMEE A - TR E 10, &8 T ez A5 A £ARFIRIT R » De
Ru 4= Eloff if & * fuzzy logic * i eyt k32 ¢ » @ B P orgR i
HE AR 02 e B2 B4 AL ARG kT A o At e g A LS 2T 4 T T e
Fe 2R Aetp M R 42 (De Ru & Eloff, 1997)

(= ) k-Means : k-Means #_- f % # (cluster) /g & 2 > #dp i ende 2 B & s
Ko AL HEA T 2 > Bk o B} G oib2 g pE#E o El Bakrawy %4 @ &
B eyEas kALY 0 k-TEREE n BE (P AR A IR - BHIE) )
Ak BRAEY 0 REE BREAE L BaTausE (P TR o) JHESR
#1217 5 Bagek® (El Bakrawy, Ghali, ella Hassanien, & Kim, 2011)

(I ) Neural Network : Neural Network & % 2 e- A BHY 22 > ¢ 4% W g2 2 8

WAL ¢ 45D PEE 0 VIS A RH SRR BB Y ks o & (D) 2 W
(30) 2 ABHEA T TR D103 202 T B A 32 A benchmark dataset = st

o

20



FERE 2 I 15 EER
Euclidean 0.1706
Euclidean (normed) 0.2153
Fuzzy Logic 0.2213
k Means 0.3722
Neural Network 0. 8283
ﬂ\%%\ﬁ L E AR PE: 0. 1460

Lo (2) R 2 w2 35 BER 2 )

BAEE A P FRE B RIDLEY  HEZREFIEERA S § ey o %
B ABRAREFAHFILF R EG FRA- To P AREZRTNDELS c UEAL

A E > P R Pl BER o A #

FE o e i ARl P LR NERR o F

WEEHL S B > F 5 BfF B
th SVM 4 Bt B RS 2 A EEAE K 1
200k Means 5000 F1H U GARBZ REEE € B E A B Pk SRR

B0 FIUE R TR 2 SRR B R -

bl
<l
S
w

(s

3 \

=5

B (30) @ &3 2 ch equal error rate U # o

LI S Y-8
i * Leave one out s 1 (B (31)) MUEFM D& RIF L FAp 3 o0
TAH e AT R RER IR A (o r BREPH TR P Lty
RPHi  BAERF A G 1S E .
Leave one out 4 475 ABZ fiete >t v P FE AT — B ME ¥R 2 - AT

BH W S et o e - BREAE DR R R 2 2 R AT I A

21



-
1

% & o bl4r > Caps Lock 48 jpin s i &

B 2w BEARE M AP H @ B v
IR S o F 2 I ulir3d At

8% 4+ o ApESTH b oendE e £ 3
Fo b A THIAMI G B F s PR ERATIRELL0 o
AP BT ARG o A AL R B &
AR WA G v MR T A0S 0 Se e R DB AP SRR T EDRT gt s 3R 5

Leave One Out fT&ZFIR

45
B Accuracy M Precision Recall Fscore
40
S 30
g5
At 50
8)
10
5 il i il i ol
0
?ﬁc%’é?ﬁc@?ﬁc%’@%ﬁhﬂ 7 Mg bR Shifti#t Caps- #F# FiH —=FH=-=%4E
PR fEra RE ?ﬁc@ﬂﬁﬂ?ﬁﬁﬂﬁq%&@»\ﬁ}ﬁ@AﬁﬂLock%ﬁﬂuTh’\luiu%iﬁ
RERH
T BRAY R

B (B1): £ 2 BHRFEIE BT s Bl B

SR AECT
Fla PAyEa g E - RY L REA®A > APLTHTBRY —Fﬁ’ﬁ* H b ehyssfic
A o A k-p s (Class) JfE—’" PR S Rt o = S 3l BB
TP o FlE - BRI T A B MY FE AR S REL L 0 LS B
o 1% % £ (sampling bias) > & @& * & & > 2 kR # A AP K
(oversampling) ™ % B EHE o R > AP F RGBT FE AR RE > FILERHT X
FATF A iR e RS R R > AP E LTRSS BE 05.3% HA 96.4% 7

w % 095.3% F-score & 95. 0% 5 1 %@EAP hsetp ¥ 250 enF ¥ AP

B

- @2 python # % & A#FFIRE * Tornado » = B % ficR|E 24 1s - R * K b-
f@ﬁﬁiiﬁeﬁ)‘“ Be+ > BBy FIRE BT L5 By nF RPN R T v B
BE PR AE ToxkApg A4 0 2 B RSB Y TEER 0 .

@(32) r«r}"‘F’g‘\‘/\ °

22



UNCARELS Sk S EE I

I N
Aty X B A HR L w50 E Foscore BN RPA 0 FHEKE

LA BV L ek LA ;‘E'Jﬁ T A F IR o AP LK :‘E'Jia‘%)i s zw F 3 F-score
Tz BRIEHRFOREL Y CHRFAIRE > BE PR R R RS o TOREA K

B nE % 114 ’éafu;%iﬁllﬁ v H = 1R T 35:E 98.4% - & 11 %i;%iﬁ'l—‘gf AL

Jit

ﬁ%ﬁﬁiﬁé91&%oﬁi’¢12wxﬂﬁ;ﬁ%ﬁaiﬁ&@;oog$wﬁ

LR E S AR FRFER RGOS BLRIF NG R A g (30 1160
AE ) 5V B S - B BRERG R R e S 114 BLR R
& el - GEFRRPE R BcE AR R A 3 2 L SR R R

YHRREFEFLNIRIH R RRES %2 o 13 BoFmAs 0 Ry KAy

PF o FE R R ek o PR RV T T EE LT
REIE - TR (S AP R A R R o AHE - BT

RGFEREAE o Bedp R B PR AE - PRT HEARL 87 L o Ak -
GEF R PET ORF R 0 1 EOTRIIGNE 114 SRRy iy AL E 0 B B
Z99% -

R T 10
S RS S AR R - BEY L RS PR  E  g

@@ﬁ@’ﬁmﬁﬁﬁW*ﬁﬁbﬁwhiﬁﬁo@ﬁaﬁ%nk&ﬁ#zﬁa,%%@~
23



R IR ERGESR T AT ERED R L ARSDAT o ABMF LR BT -

A FE R 2 b 0 & Leave one out AT ek GlA 4T 0 T fRE) & B4 AT LR
}f‘%’\ _E/ I}?J%"L\.m-ﬁ ﬁ] Jl':’:ﬁ :” jil;’fj%gy:‘i'] ’ _',E' equal error I'ate é 0‘ 1460 , L ‘g‘,'x 2 ﬁj

THEERLE - APT AL FE B AR FREFRERD B ¥ me
PR s TG vy e

AR N2 S R R R - A A AN T ARIES DT R 2 FEE A
Mo EEALE AN BAEKE R o BIEEIY 2 B E AP FRRTF %»—a
RRRPATE P> 3 QB8 r § 4T 5 k- 4 3 E 53 AARE AT
PoAPSAS BE T AR HR SRR BT U BT R R

EN

BV g o KA AR A SRR AR R 2 A 2k

H\%%éﬁ

Celebi, M. E., Celiker, F., & Kingravi, H. A. (2011). On Euclidean norm
approximations. Pattern Kecognition, 44(2), 278-283.

Chang, C.-C., & Lin, C.-J. (2011). LIBSVM: a library for support vector machines.
ACH Transactions on Intelligent Systems and Technology (TIST), 2(3), 27.

De Ru, W. G., & Eloff, J. H. (1997). Enhanced password authentication through
fuzzy logic. [EEE Expert, 12(6), 38-45.

El Bakrawy, L. M., Ghali, N. I., ella Hassanien, A., & Kim, T.-h. (2011). 4
rough k-means fragile watermarking approach for Image authentication.
Paper presented at the Computer Science and Information Systems (FedCSIS),
2011 Federated Conference on (pp. 19-23). IEEE..

Gaines, R. S., Lisowski, W., Press, S. J., & Shapiro, N. (1980). Authentication
by keystroke timing: Some preliminary results. (No. RAND-R-2526-NSF). RAND
CORP SANTA MONICA CA.

Greene, D., & Cunningham, P. (2006). Practical solutions to the problem of
diagonal dominance in kernel document clustering. Paper presented at the
Proceedings of the 23rd international conference on Machine learning. (pp.
377-384). ACM.

Kramer, M. A.  (1991). Nonlinear principal component analysis using
autoassociative neural networks. AIChE journal, 372), 233-243.

24



Loy, C. C., Lai, W., & Lim, C. (2005). Development of a pressure-based typing

biometrics wuser authentication system. ASEAN Virtual Instrumentation

Applications Contest Submission.

Saevanee, H., & Bhatarakosol, P. (2008). User authentication using combination

of behavioral biometrics over the touchpad acting like touch screen of
mobile device. Paper presented at the Computer and Electrical Engineering,

2008. ICCEE 2008. International Conference on (pp. 82-86). IEEE..

lﬁtéﬁ%
W (1): 4% 2% (ASCIT Code)
Key code
0~9 48~57
a~7 65~90
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Acc Precision Recall F-Score
FGERRET 3.61% 34. 49% 40. 00% 13. 35%
REFIEFR 16. 34% 15.957% 21.49% 15.77%
FTFER 8. 23% 8. T7% 31. 85% 12.13%
%"'J'%%*E—@EF‘?E’ 4. 25% 10. 93% 15. 95% 8. 48%
M'ﬁ%ﬁ? A 5. 33% 4. 65% 24. 14% 6. 64%
Mﬁﬁﬁ-@sfx& 4. 47% 9. 46% 18. 83% 11.00%
Shift 43R =¥k 4. 30% 4. 26% 14. 24% 8. 12%
Caps Lock &## /&= # 5. 11% 4. 04% 16. 79% 5.19%%
BT g = 3. 96% 3.97% 16. 30% 6. 29%
LA RER 6. 54% 8.99% 16. 29% 8. 22%
e EAUFFIRAR 8. 95% 5. 99% 13. 56% 7.02%
—FRe 10. 98% 10.0°7% 16. 09% 10. 28%
ZFPE 7. 42% 4. 11% 12. 50% 4. 84%
ESLELY: d 31. 72% 27. 7% 26. 96% 26. 36%

“t+4% (3): Leave one out # IR

Acc Precision Recall F-Score

Rl BT -0. 46% -15. 92% -16. 21% -16. 16%
R&EFIERER -31. 22% -41. 65% -41. 99% -45. 00%
FFER -0. 08% -13. 50% -15. 70% -15. 46%

PR GERBRE -0. 08% -13. 88% -15. 68% -15. 33%
PIGGRER IR 0. 39% -14. 60% -15.70% -15. 55%
PR K -7.51% -20. 71% -22.51% -22.11%
Shift &3%/B = & 0. 15% -10. 18% -13. 22% -13.27%
Caps Lock &% = # -10. 07% -25. 62% -25. 02% -25. 44%
BT = -2.01% -11. 79% -15. 23% -15. 53%
LhHAERER -2.17% -16. 28% -17. 14% -16. 99%
e EANFFRAR 0. 93% -11. 93% -16. 88% -17.16%
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e (4): B A BRI SR R

Acc Precision Recall F-Score

AR BREFT 57.21% 5. 49% 57.00% 45. 35%

E Al T 88. 34% 90.57% 89. 49% 88. 7%
FFER 78. 68% 81. 7% 78. 85% 7. 13%

# d'ﬁﬁ:ﬁ@/? Fe P 4. 13% 76. 93% 4. 95% 73. 48%
ﬂﬂ%fﬁ%#?!ﬁziik 65. 05% 66. 46% 65. 83% 64. 00%
Shift 43R -=x# 65. 58% 68. 26% 65. 24% 63. 12%
Caps Lock 43R = #k 66. 81% 79. 04% 66. 79% 60. 19%
BeF aEpp = 60. 47% 67.97% 60. 30% 57.29%
EhAe®i:R 74. 36% 77.59% 75. 29% 4. 22%
e EANFTFER 80. 32% 83. 99% 80. 56% 80. 02%
FPE 86. 86% 88. 24% 86. 33% 85. 48%
ZFpE 76. 49% 78. 48% 76. 89% 5. 24%
ESLELy:d 95. 33% 96. 41% 95. 33% 94. 96%

Kﬁf—;‘,’— (5) 7 P\-”-&*\.V»‘é] ek

Acc Precision Recall F-Score
10-14 49. 45% 44. 59% 45. 33% 43. 96%
15-19 58. 96% 54. 45% 51. 52% 51. 46%
20-24 50. 31% 48. 14% 44. 14% 43. 83%
25-29 53. 91% 45. 83% 47. 36% 45. 80%
30-34 57. 16% 55. 35% 52. 35% 52. 68%
35-39 59. 58% 53. 14% 52. 92% 52. 48%
40-44 67. 68% 62. 07% 59. 27% 58. 36%
45-49 54. 55% 48. 68% 51. 33% 49. 4%
50-54 77. 20% 77. 54% 12.771% 73. 04%
55-59 64. 44% 54. 80% 54. 82% 54.51%
>=60 86. 11% 92. 86% 66. 67% T1. 15%
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INntroduction

At the height of our current era of internet technology, the setting of usernames and
passwords has become an essential process, making the issues of convenience and
security of password management extremely critical. In this project, we aim to
develop an identification mechanism through user keyboard input to circumvent the
problems of high costs and low identification accuracy. First, we Isolated nine
distinct typing characteristics that will contribute positively to user identification.
Then, we used Support Vector Machines (SVM) to separate and classify the users. In
recrulting 230 typists across different age groups, our system turned out to be more
accurate In identifying users than those from previous research studies. Moreover,
our system does not require any specialized or customized hardware to work,
allowing the system to have a much more extensive deployment and application In
everyday life.

ODbjectives

e To create a typing behavior authentication method based on machine learning

e Propose a method that Is low-cost, easy to setup, and highly accurate, allowing
typing behavior authentication to be applied in our daily lives

The Proposed Approach

SVM Model Training

Support Vector Machine (SVM) was used as a classification model to validate the
effectiveness of different features. We expressed the value of the features of the 1 th input
data as (x;, y;). Every data entry Is located in a multiple dimension space, so a hyperplane
IS needed to separate two types of data. This hyperplane can be shown as:

w-x—b=20

Because there are many sets of data that require many hyperplanes, we express the
distance between two hyperplanes as 2/|w|. We want to minimize the value of |w]| In
order to maximize the margin:

argmin,, ,|w|*/2 s.t. yi(w-x; —b) =1

By using an RBF Kernel to expand the SVM, the
original weight Is expanded from linear to non-
linear, creating a space transformation:

exp(—|lx — x'[|*/20%), or d(x) - d(x)

Finally, we used grid search and cross validation to
optimize the parameters.

Fig. 1 Data division
via kernel methods

Data Collection and Subject Distribution

In our experiment, 230 typists were recruited. The corpus for data collection was the
BBC dataset. This dataset consists of 2,225 articles from BBC news.

For each request from typists, the Interface
randomly selected one sentence from the corpus.
The ASCII codes and metadata were collected and
sent to a real time database in a JSON format.

Fig. 2 Real-time database

Fig. 3 Interface for collecting data
used to store data



Feature Analysis

We extracted different types of features from typists (Fig.4) and analyzed the effectiveness by how well
each feature distinguishes typists.

Durational Analysis: Timing differences of pressing keys

Regional Analysis: Speed of typing across physical distance

Special Function Keys: Usage of Backspace, Shift, Caps Lock, and numbers

Combination: Pattern of consecutive keystrokes

Fi1g.4 Table of features

From Fig. 5, we can see how the features effectively distinguish typists.

Count
Juno) sde)H

L Speed (ms)

(@) (b) (€)

Fi19.5 Analysis graphs: (a) Duration vs interval scatter (b) L speed histogram (c) Interval vs region vs caps 3D scatter

Results and Discussion

Results and Comparison

Using four performance indexes, we evaluate the performance of our features and the system.

Entries nredicted correctl Entries of i predicted correctl
Accuracy: A = D _ Y Recall: R; = J Lpredict Y
Total entries All 1 entries
. . Entries of i predicted correctl _ 2:P;*R;
Precision: P; = f P = F-Score: F; = ——
Entries predicted as i P;+R;

We created individual models for each typist. On average, these models reached an accuracy of
95.3%, precision of 96.4%, recall of 95.3%, and a F-score of 95.0%.

We used Equal Error Rate (EER) to validate the
performance of the proposed method.

EER 1s the point where the False Alarm Rate and
False Recognition Rate are at the same values, an
equilibrium point of the authentication system. The
lower the EER Is, the higher the accuracy will be.

Average Equal Error Rate

Euclidean Euclidean K Fuzzy Neural Proposed
(Normed) Means Logic Network  Method

We compared our result with that of previous studies,
resulting with a significantly lower EER (Fig. 6). Fi1g.6 Comparison with previous studies

User Interface

The section of user interface introduces the process of
which our authentication method would possibly
work In real life.

We set up a server on a Python-based web server,
Tornado, to connect to a typing interface.

The server obtains the typing data and sends it to our
system, which compares the new data to the
Individual model. Our system then identifies the

typist and returns the result.
Fig.7 User identification interface



Discussion

Definitions of extracted features are listed In Fig.8. t; represents the time that the key
was pressed, and v; represents the time of release.

Interval (I): I; = t;,; —t,
Duration (D) D] = V; — tj

Typing speed: Normalization of the physical distance of keys and measuring of the
corresponding time needed to reach a certain distance

/R Speed: The respective typing speeds of the left and right hand

Region: The typing speed of all fingers, each in its assigned region

Count (Backspace, Caps Lock, Shift): The average usage of the special function keys
Number: The average count difference of the number pad and the number row

Digraph/Trigraph: Interval of frequently used two/three consecutive keystrokes

Fi19.8 Definition of features

In Figure 9 and 10, we evaluated the effectiveness of all features and their abilities to
work with each other. To do so, we tested the performances of features both
Individually and holistically. The leave-one-out evaluation method tests a feature’s
effect on the overall performance. Different combinations of features target different
user groups, and so we tested the results of different combinations.

Fi19.9 Individual feature performance F19.10 Leave-one-out performance

Conclusions

1. Satisfactory Performances
The method has a lower equal error rate than that of previous methods, and the
Individual models of typists reach F-score values of 95.0%.

2. Distinguishing Features
This project proposes a variation of novel features, which perform well and make up for
the gaps of others, increasing overall effectiveness.

3. Extensive Applications
The authentication system can be easily applied to the security of banks, customs, and
personal information.
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